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One-Stop-Shop Solutions and Services
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Systems

Multi-Cloud

Cyber Security

End-to-end ICT 
Observability

Enterprise 
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Application 
Development

Automation 
Development

Data Centre & 
Relocation

Helpdesk & 
Deskside

Design & Consultancy
Feasibility Study / Network & Security 
Assessment / Analysis and Design Workshop

Build & Deployment
Integration of systems

Maintenance Support
Incident Management / Root Cause Analysis

Managed Service
ICT Operation / Infrastructure and Security 
Management

All-Rounded ICT Life-Cycle Management ServicesDiverse and Bespoke ICT Solutions
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Background

Energy Information Technology Banking and Financial Services

Land Transport Air Transport Maritime

Healthcare Services Communications and Broadcasting

Major sports and performance venues Research and development parks

Organizations

Relevant 

Laws

Mainland: 中華人民共和國網絡安全法 (2016年) &

關鍵信息基礎設施安全保護條例 (2021 年)

Macau: 網絡安全法 (2019 年)；
Other ref: Australia, UK, Singapore, EU, US, Canada

Purpose

Through requiring CIOs to fulfill framework, strengthen

the security of their computer systems and minimize 

the chance of essential services being disrupted or 

compromised due to cyberattacks

Reference Link: https://www.legco.gov.hk/yr2024/english/panels/se/papers/se20240702cb2-930-3-e.pdf

https://www.legco.gov.hk/yr2024/english/panels/se/papers/se20240702cb2-930-3-e.pdf
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Framework

Categories Statutory obligations

Organizational Maintain address and office in Hong Kong

Report any changes in ownership and operatorship

Dedicated supervisor with Professional Knowledge and Certifications

Preventive Inform any materials changes of the CCS 
(Includes platform migration, server virtualization, application re-design, integration or change 
in interdependency with external systems or other computer systems)

Computer System Security Management Plan

Security risk assessment
• Vulnerability assessment (at least once a year)
• Penetration test (at least once a year)

Security Audit (at least once every two years)

Third party service providers management

Incident Reporting & Response Security Drill Test (at least every two years, performed by Commissioner’s Office)

Emergency Response Plan

Report Security Incident

Failed or late to behave, inform, perform or submit would introduce fine-
Fines from $500,000 to $5,000,000- Continue offence introduce extra fine per day



CONFIDENTIAL - FOR INTERNAL USE ONLY

Content of “Code of Practice”

Security Audit and 
Risk Assessment

Monitoring and 
Detection

Privilege Access Management

Network Security Control

Incident Response
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Highlights of the Legislative Framework 

Identification

Protection

Detection

Incident Response 

and Recovery

Security Assessment

Qualification & 

Training

Governance

• Risk assessment (vulnerability assessment and penetration test) at least once every year and submit report to Commissioner’s Office

• Audit at least once every two year and submit report to Commissioner’s Office
• Participate drill test by Commissioner’s Office at least once every two years

• Critical infrastructure must be supervised by dedicated and certified supervisor (or dedicated supervisor with certified service provider)

• Training programs on various computer system security approaches

• Structure, roles and responsibilities of the dedicated incident response team

• Procedures for mitigating the impact of an incident, investigating the causer and resumption of normal operation
• Review on its emergency response plan at least once every two years, or when any material changes arise

• Establish a monitoring and detection mechanism and define a baseline of normal behavior

• Conduct Regular review of the monitoring mechanism
• System hardening with regular review

• Implement network security control to allow only authorized traffic to enter the network

• Appropriate policies and procedures for remote connection

• Adopt a “Security by Design” Approach

• Data access right
• Backup and recovery policies to ensure the resilience of the system;

• Identify organization, authority, roles and responsibilities of the computer system security management unit

• Privileged access management to ensure that personnel only have access to the specific administrative capabilities needed
• Up-to-date inventory of CCS and other associated assets are properly owned, kept and maintained, and restricted for access
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Zero-Trust Network Access (ZTNA) Architecture

DC

Critical Infra

Office

Wi-Fi

Remote Workforce

3rd Party/ Contractor

IPsecVPN 
or MetroE

Firewall

NAC

2FA

NDR

Firewall

NAC

Or SASE

Client-to-site 
VPN

Client-to-site 
VPN

2FA

Authentication

Authentication

PAM

2FA

Or SASE

“Implement network security 

control to allow only authorized 

traffic to enter the network”

1. Authorized Corp User to CI

2. Authorized Admin Access to CCS

3. Authorized Remote Access

4. Authorized 3rd party connection

Network Security Control for Critical Infrastructure
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Highlights of the Legislative Framework 

Identification

Protection

Detection

Incident Response 

and Recovery

Security Assessment

Qualification & 

Training

Governance

• Risk assessment (vulnerability assessment and penetration test) at least once every year and submit report to Commissioner’s Office

• Audit at least once every two year and submit report to Commissioner’s Office
• Participate drill test by Commissioner’s Office at least once every two years

• Critical infrastructure must be supervised by dedicated and certified supervisor (or dedicated supervisor with certified service provider)

• Training programs on various computer system security approaches

• Structure, roles and responsibilities of the dedicated incident response team

• Procedures for mitigating the impact of an incident, investigating the causer and resumption of normal operation
• Review on its emergency response plan at least once every two years, or when any material changes arise

• Establish a monitoring and detection mechanism and define a baseline of normal behavior

• Conduct Regular review of the monitoring mechanism
• System hardening with regular review

• Implement network security control to allow only authorized traffic to enter the network

• Appropriate policies and procedures for remote connection

• Adopt a “Security by Design” Approach

• Data access right
• Backup and recovery policies to ensure the resilience of the system;

• Identify organization, authority, roles and responsibilities of the computer system security management unit

• Privileged access management to ensure that personnel only have access to the specific administrative capabilities needed
• Up-to-date inventory of CCS and other associated assets are properly owned, kept and maintained, and restricted for access
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Establish a monitoring and detection mechanism and define a baseline of normal behavior

Baseline Monitoring
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Highlights of the Legislative Framework 

Identification

Protection

Detection

Incident Response 

and Recovery

Security Assessment

Qualification & 

Training

Governance

• Risk assessment (vulnerability assessment and penetration test) at least once every year and submit report to Commissioner’s Office

• Audit at least once every two year and submit report to Commissioner’s Office
• Participate drill test by Commissioner’s Office at least once every two years

• Critical infrastructure must be supervised by dedicated and certified supervisor (or dedicated supervisor with certified service provider)

• Training programs on various computer system security approaches

• Structure, roles and responsibilities of the dedicated incident response team

• Procedures for mitigating the impact of an incident, investigating the causer and resumption of normal operation
• Review on its emergency response plan at least once every two years, or when any material changes arise

• Establish a monitoring and detection mechanism and define a baseline of normal behavior

• Conduct Regular review of the monitoring mechanism
• System hardening with regular review

• Implement network security control to allow only authorized traffic to enter the network

• Appropriate policies and procedures for remote connection

• Adopt a “Security by Design” Approach

• Data access right
• Backup and recovery policies to ensure the resilience of the system;

• Identify organization, authority, roles and responsibilities of the computer system security management unit

• Privileged access management to ensure personnel only have access to the specific admin. capabilities needed
• Up-to-date inventory of CCS and other associated assets are properly owned, kept and maintained, and restricted for access
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Office Work from
Home

Temporary
Location

Mac PC Mobile

Apps/Machine 3rd Party WorkforceDevOpsAdmin

Zoom G SuiteSalesforce

Office 365

Containers VM’s &
Storage

Cloud Native
Apps

Serverless

Google
Cloud

Amazon

Microsoft 
Azure

App Server Database Network Devices

Linix Server IoT IT Ops Tool

Privilege is everywhere. 
All identities can become privileged under certain 
conditions.



Typical Attack Lifecycle

Command & control

Exploit & infiltrationVulnerability exploit

Malware downloadMalware installation

Lateral 
movement Data 

exfiltration

12

3

4

6

7

Privilege escalation

5



Multi-Layer Defense across Attack Lifecycle

Command & control

Exploit & infiltrationVulnerability exploit

Malware downloadMalware installation

Lateral 
movement Data 

exfiltration

12

3

4

6

7

Privilege Escalation

5

XDR

XDR

NDR

or

Priv. Access 
Mgmt. (PAM)

1, 4, 5, 6, 7: Next-Generation Firewall
2, 4: EDR / XDR
3: Privilege Access Security (PAM)
6: Network Detect & Response (NDR)
7: Data Loss Prevention / Database Firewall



How AI assists in Cyber Defense

Threat Prevention & 
Detection

AI Assistant on 
Security Operations



AI-based technologies leveraged by ThreatCloud 
50+ engines across different security functionality

Unknown 
Malware

Zero-day 
Phishing

Anomaly 
Detection

Improve 
Accuracy

Expose stealth 
breaches

Campaign 
Hunting

Classify

Infected hosts detection

Sandbox static analysis executables

Sandbox static analysis documents

Sandbox static analysis macros

Sandbox dynamic analysis

Email static analysis

Network zero-phishing detection

Mobile zero-phishing detection

Anti-Phishing AI engine

HTML body NLP

Cloud networks anomaly detection

XDR/XPR user behavior analysis

SSH tunneling

ThreatCloud Campaign Hunting

Documents meta classifier Vectorization family classifier

XDR/XPR incidents aggregation

ML Similarity Model

MRAT Classifier

IP Port

Network AI engines aggregator

Mobile AI engines aggregator

Machine validated signature 

Analyst Mind

Malicious activity detection

DNS 
Security

DNS Tunneling

DNS Slow tunneling 

DGA Domain Generation Algorithm

Slide from Check Point Software Technologies Ltd.



XDR Architecture with AI engines

Slide from Sangfor Technologies Ltd.



AI-driven Security Operations Platform

Sample Use Case: Multiple User Login attempt from same source along with other alerts

With Co-pilot to assist you

Screenshot from Palo Alto Networks Cortex XSIAM



Latest Example on GenAI in Cybersecurity
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Alvin Chun
Assistant Vice President 
of Sales Engineering

Contact us: es-enquiry@hkbn.com.hk

HKBN Enterprise Solutions
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Thank you
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