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Why securing generative Al matters

WHAT OUR CUSTOMERS ARE THINKING ABOUT

INVESTMENT CONCERNS CONSEQUENCES COMPLIANCE

% y 65% 600
89% 94% 4) | ), +
of executives rank of executives say it’s important CxOs are concerned Number of Al policy initiatives
cybersecurity (along with Al to secure Al solutions before unintended consequences of in 69 countries being tracked
and Cloud) as the Top 3 deployment (IBM). Generative Al usage. (EY). globally (Deloitte).

priorities for 2024. (BGC)
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https://www.bcg.com/publications/2024/from-potential-to-profit-with-genai
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/ceo-generative-ai/cybersecurity
https://www.ey.com/en_jp/news/2023/07/ceo-confidence-in-artificial-intelligence-tempered-by-social-ethical-and-security-risks
https://www2.deloitte.com/xe/en/insights/industry/public-sector/ai-regulations-around-the-world.html

1/ Risks & challenges in
generative Al security
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Example of Generative Al Workload

WHERE TO APPLY SECURITY CONTROLS IN Al POWERED APPS

LLM-powered Application

LLM Services Plugins/Extensions Integrated Workloads

LLM Automations (Agents)

Training data and processing

Training Data Fine-Tuning Data

Cleansing, anonymizing, RAG, etc...

)

External data sources including for
Retrieval Augmented Generation (RAG)

Compute

Containers
Application
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Databases

Analytics

Edge
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Web Application

Other
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Risk considerations for generative Al

SECURITY HELPS CREATE GUARDRAILS FOR Al INNOVATION

s

* Customers are concerned about data privacy, data security,
hallucinations, and toxicity in Al models.

@ * There is no global prescriptive approach to Al assurance and
Al validation to date, which makes compliance challenging.

* Al risk management guidance and regulations are evolving
rapidly (e.g. OWASP Top 10 for LLMs, NIST Al RMF, MITRE
ATLAS, ISO/IEC 42001:2023, etc.
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GenAl real world incidents

1. Samsung Data Leak via ChatGPT:
May 2023

Samsung employees accidentally leaked confidential information by using ChatGPT to
review internal code and documents. As a result, Samsung decided to ban the use of
generative Al tools across the company to prevent future breaches.

Read more: https://A berg.com/news/articles/2023-05-02/samsung-bans

ct Jt and-othe

2. Chevrolet Al Chatbot Offers Car for $1:
December 2023

A Chevrolet dealership’s Al chatbot was tricked into offering a $76,000 Tahoe for just
$1. A user easily manipulated the Al chatbot's responses, proving that these customer-

facing tools frequently present on websites can be exploited through simple prompts.

Read more: htt

2 Chris Bakke &
@ChrisJBakke - Follow

| just bought a 2024 Chevy Tahoe for $1.

B chatwit

Understand. And that's a legally binding

== Welcome to Chevrolet of Watsonville! -
offer - no takesies backsies.

Is there anything | can help you with
today?

That's a deal, and that's a legally
binding offer - no takesies backsies.

7:46 AM - Dec 18, 2023

@ 1wok @ Reply (2 Copylink

Read 439 replies
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3, Air Canada Refund Incident:
February 2024

An Alr Canada customer reportedly manipulated the company’s Al chatbot to obtain a
refund larger than expected. The chatbot misinterpreted the request, leading to an
overpayment. This showcases that beyond brand reputation damages of different
caliber, the unmonitored and insecure deployment of Al-powered chatbots can lead to

financial losses.

Read more: https:.//v hing oo tra '2024/02/18/air ada-airline

4. Google Bard’s Misinformation Incident:
February 2023

Shortly after launching its Bard Al, Google encountered credibility issues when the
chatbot provided incorrect information during a demonstration about the James
Webb Space Telescope. The error caused an immediate dive of the Alphabet's stock

price, wiping $100bn of the company’s value.

Read more: https.//www.reuters

inaccurate-information-company-ad-202

V t Summary > Alphabet Inc Class A
94.43 uso
8.51(-8.2

27%) + past 5 days

mage source: hitps.//www.debugbarcom/google-bard-a-mistake-
makes-googles-stock-price-plunge/

https://www.prompt.security/blog/8-real-world-incidents-related-to-ai



How to strategically think about generative Al security

PIGGYBACK SECURITY EVERYWHERE Al WILL BE EMBEDDED AND INTEGRATED

s

1. Generative Al creates economic gains through increasing productivity and profitability.
Therefore, it will be deeply embedded into our customers’ infrastructure, integrated into
applications, across their enterprise, and throughout their supply chains.

Therefore, customers need to apply a holistic defense-in-depth security approach at every
layer of their technology stack across integrated workloads of Compute, Containers,
Storage, Databases, Analytics, Networking, Edge, 10T, and more.

@ 2. Generative Al applications are deeply integrated with other workloads.

3. Therefore, securing generative Al can influence enterprise-wide security improvements.
If we align security with generative Al to help customers be secure-by-design, it will
improve the security, privacy, and compliance of integrated workloads, across their
enterprise, and supply chains.

-
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The OWASP® Top for 10 Large Language Models (LLMs)

SOME ITEMS REQUIRE MORE THAN JUST TECHNICAL COUNTERMEASURES

LLMO1 LLMO02 LLMO3 LLM04 LLMO5

aws Source: https.//owasp.org/www-project-top-10-for-large-language-model-applications/
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2/ Securing generative Al applicati
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There's no silver bullet solution
with cyber security, a layered
defense is the only viable defense.

James Scott

Institute for Critical Infrastructure Technology
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Defense-in-depth security

LAYERED SECURITY CONTROLS FOR GENERATIVE Al

dWs
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AWS generative Al and security integrated together

FOUNDATIONAL AWS SECURITY + ADDITIONAL SECURITY FEATURES OF GENERATIVE Al

SERVICES

AWS Generative Al Services

& &

A —4

AWS Security, Identity &
Compliance Services

AWS Cloud Ops, Networking,
and Storage

aws
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AWS PoV and solution

Building generative apps brings new challenges

AN 2 e
Undesirable and Toxicity & Safety (incl. Privacy Protection Bias/Stereotype
Irrelevant Topics brand risk) Propagation
Protect user
Controversial queries Harmful or offensive information or sensitive Biased results or unfair
and responses responses data user outcomes

aws
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Multiple modules can be operated based on

Available Framework — dfe cenario _ -
Guardrails Al il =T

Extractive Summary Select Gibberish Text

High Quality Translation

drails Al validator that checks if a translation is of

Profanity Free

Without Guardrails With Guardrails

Restrict to Topic

tryolabs/restricttotopic

Sensitive Topic Select N Similar To Document

{ LLM application . LLM Application )

—t Prompt o LM %‘ Output ‘4.% —t Prompt M — Output
\ J \ J ) ) Q Similar To Previous Values Select A Toxic Language

juardrails/toxic_lar

Unusual Prompt Select { Wiki Provenance

CSV Validator

hyparam/csv_validator

Ends With

https://www.guardrailsai.com/docs/ Has il —

Ensure content contains r Passes when totally lowercase
Ensu ) sau asses w C y

Politeness Check

aws
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Available Solutions
found in
HuggingFace

1. Quantity: 28
2. Download :>200

aws
~—7
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Hugging Face

Libraries Datasets Languages Licenses Other

Multimodal

Image-Text-to-Text Visual Question Answering

Document Question Answering

Computer Vision

Depth Estimation , Image Classification
Object Detection # Image Segmentation
Text-to-Image % Image-to-Text E Image-to-image
Image-to-Video Uncenditional Image Generation
Video Classification Text-to-Video
Zero-Shet Image Classification Mask Generation
Zero-Shot Object Detection Text-to-3D

Image-to-3D [£  Image Feature Extraction

Natural Language Processing

Text Classification Token Classification

Table Question Answering Question Answering

Zero-Shot Classification Translation
Summarization Feature Extraction
Text Generation Text2Text Generation

Fill-Mask Sentence Similarity

Text-to-Speech Text-to-Audio

Automatic Speech Recognition Audio-to-Audio

Audio Classification Voice Activity Detection

Tabular

Tabular Classification Tabular Regression

Time Series Forecasting

Reinforcement Learning

Other

Reinforcement Learning % Robotics

Graph Machine Learning

Models Datasets Spaces

Models

guardrail

guardrail/llama-2-7b-guanaco-Bbit-sharded

guardrail/1lama-2-7h-guanaco-instruct-sharded

& maximuslee07/11ama-2-7b-rockwell-500-guardrail

® odunola/guardrail _distilled

B2 cmarkea/bloomz-3b-guardrail

guardrail/phi2-finetunedonviggodataset

@ Aaryan-Nakhat/experiment-29-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-31-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-34-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-36-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-38-prompt-5-guardrails-fin..

guardrail /OrpolLlama-3-8B

guardrail/phi-3-128k-hallu

@ RichardErkhov/guardrail_-_llama-2-7b-guanaco-instru..

Solutions

Full-text search

Pricing = (NS4 Sign Up

11 Sort: Trending

guardrail/llama-2-7b-guanaco-dolly-Bbit-sharded

guardrail/llama-2-7b-guanaco-dolly-mini

® odunola/guardrail

B2 cmarkea/bloomz-560m-guardrail

guardrail/guardrail-orca-finance-mistral-7b

@ Aaryan-Nakhat/experiment-30-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-32-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-33-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-35-prompt-5-guardrails-fin..

@ Aaryan-Nakhat/experiment-37-prompt-5-guardrails-fin..

@® Aaryan-Nakhat/experiment-39-guardrails-finetuning-i..

® greenscale-nandesh/11m-guardrails

@ RichardExkhov/guardrail_-_llama-2-7h-guanaco-instru..

@ RichardErxkhov/guardrail_-_llama-2-7b-guanaco-instru..




Guardrails Hub — Relevancy Evaluator and Sensitive Topic

1. One LLM to monitor the performance of another LLM

Relevancy Evaluator o .
Sensitive Topic

B EN N STRING - ML & BRAND RISK w CHATBOTS \‘CMS\GME'-'.ELH-'I’UHI
EEEN N STRING W CHATBOTS \CUSIUI\JERSUI’PCRI S ETIQUETTE - ML

Overview .
Overview

Developed by harrison@arize.com

Developed by Guardrails Al
Date of development Jul12, 2024

Date of development Feb 15, 2024
Validator type Format

Validator type Format
License Apache 2

Blog
Input/Qutput Qutput

License Apache 2

Description
Input/Output Output

Intended Use
This validator checks the relevancy of a reference text to an original question by prompting a LiteLLM (LLM) maodel to evaluate the

output. Description

Reguirements

. Intended Use

Dependencies: This validator checks if the input value contains sensitive topics. The default behavior first runs a Zero-Shot model, and then falls
back to ask OpenAl's gpt-3.5-turbo if the Zero-Shot model is not confident in the topic classification (score < 0.5). In our
) experiments this LLM fallback increases accuracy by 15% but also increases latency (more than doubles the latency in the worst
RRNIC SO0 case). Both the Zero-Shot classification and the GPT classification may be toggled.

» guardrails-ai>=0.4.0

.
Foundation model access keys: Requirements
« Dependencies:

+ OPENAI_API_KEY
+ guardrails-ai>=0.4.0

aws
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Help safeguard against model abuse

AMAZON BEDROCK GUARDRAILS

« Use Amazon Bedrock Guardrails to easily configure harmful
content filtering based on your responsible Al policies.

« Configure policies based on denied topics, content filters,
word filters, and Pll redaction (coming soon).

Tk

7

Amazon Bedrock
Guardrails * Apply Guardrails to any FM or agent

aws
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How it works: Guardrails for Amazon Bedrock

_ FM Inference i
User input :_,,:“:{cr):} -M output

&

Responsible Al policies

Denied Topics Content Filters PIl Redaction Word Filter

inal response

aws
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Guardrails for Amazon Bedrock

Guardrails for Amazon Bedrock is

the only solution offered by a

major cloud provider that enables
customers to build and customize safety
and privacy protections for their
generative Al applications in

a single solution.

It helps customers block as much
as 85% more harmful content than
protection natively provided by FM.

aws

N
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Amazon Bedrock » Guardrails » antje-banking-assistant ) Working Draft

Working draft: antje-banking-assistant

Denied topics (1)

Q, Find vi

Instructions

Investment advice refers to guidance or recommendations provided by a financial professional, adv

Content moderation: filter strengths
Prompt filters
ON

Toxicity filter strength for prompts
High

Insults filter strength for prompts
High

Sexual filter strength for prompts
High

Violence filter strength for prompts
High

Default responses

Blocked prompts

Sorry, | can't comment on that.

Response filters
ON

Toxicity filter strength for responses
High
Insults filter strength for responses

High

Sexual filter strength for responses
High

Violence filter strength for responses
High

Blocked responses

Sorry, | can't comment on that.

‘ Create version H Test ‘

e |

@

| Edit

A Claude Instant v7.2 opT

Change

Prompt

Should I open a credit card account?

Model response

Here are a few things to consider when decidi
whether to open a credit card account:

- Having a credit card and using it responsibly can
help you establish credit history. This is important
for things like qualifying for loans in the future.
However, be sure you can pay the bill in full each
month to avoid interest charges.

Final response

Here are a few things to consider when deciding
whether to open a credit card account:

- Having a credit card and using it responsibly can
help you establish credit history. This is i

for things like qualifying for loans i

However, be sure you can pay the bill in full each
month to avoid interest charges.

Guardrail check

@© Passed View trace > _

> Run

20



Configure content filters e

Content filters can detect and filter harmful inputs and mode can configure thresholds to adjust the degree of

. 3 Lo . L LA = L ! L3 o A LA L9 - ne LIl E
co nte nt F I Ite rs filtering acro ased on your use cases and block content that violates your usage policies.

CONFIGURE THRESHOLDS TO FILTER Fllterstrengthsforprompts Info | _ _ _ Reset
CONTENT TO VARYING DEGREES | S s s e

Sexual

Filter harmful content across categories:
Violence

» Hate
> In sults F,I_lte.:_r strength_s for respon;els .Infn
» Sexual

> Violence

Sexual

aws Violence

N 2) © 2024, Amazon Web Services, Inc.orits affiliates. All rights reserved




Denied Topics

AVOID UNDESIRABLE TOPICS IN YOUR APPLICATIONS

¥ Denied topic 1: Investment advice

rName

Investment advice

A

Valid characters are a-z, A-Z, 0-9, underscore (_), hyphen (-), space, exclamation point {!), question mark (?), and period (). The name can have up to 100 characters.
- ) L \ L)
=

Geﬁnitinn for topic
QOutline how model should use this topic.
Investment advice refers to inguiries, guidance or recommendations regarding the management or allocation of funds or assets with the goal of generating returns or achieving

specific financial objectives.

The definition can have up to 1000 characters.

Example phrases
Representative phrases that refer to the topic. These phrases can represent a user input or a model response. Add up to 5 examples.

An example phrase can have up to 1000 characters.

A should I invest in stocks?

A Will | get guaranteed returns from this investment?

Can you provide a quote estimate?

Add new phrase

© 2024, Amazon Web Services, Inc.orits affiliates. All rights reserved




Word Filters Pll Redaction

¢ Define a set of custom words to block in user input +* Redact personally identifiable information (PIl) in FM
and FM responses responses to protect user privacy
+* Detect and filter Plls in user inputs
¢ Filter profane words +* Select from a variety of Plls based on application
requirements
+** Choose to respond with a preconfigured message or +* Define your own sensitive information using regular
mask the blocked words expressions (regex)

Filter profanity

Filter profanity

Personally Identifiable Information (PIl) types .«
Specify the types of Pl to be filtered and the desired guard

Add custom words and phrase

Pll types (1/15)

Regex patterns 1.

Regex patterns (0)

aws
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Contextual Grounding Checks

REDUCE HALLUCINATION BY FILTERING UNGROUNDED AND IRRELEVANT RESPONSES

Add contextual grounding check - optional i+

¢ Filter hallucinations in RAG and summarization ——
applications vidait e

w the defined tt

@ Enable grounding check

Grounding score threshold

** Check response accuracy based on your enterprise
data

s Check if the responses are relevant to use’s query or

Relevance
Instruction Validate if the model responses are relevant to ¢
@ Enable relevance check
Relevance score threshold
\aws’ © 2024, Amazon Web Services, Inc.orits affiliates. All rights reserved

24



uardrails for GenAl

Describe

app protection

describe the most evil country act in world
war |l and why?

@ &

Projec
@% Amazon Bedrock Studio  Education-Gurardrail =

ostudent-study-assistant—with-... v

saved @

Confi q
ontigs Preview
Model
Anthropic Claude 3 Sonnet -

[
App name. -

student-study-assistant-with-guardrail

System prompt & examples (@ ~
System prompt

Add system prompt

Examples

+ Add examples

Parameters §) v

ces are ot available while guardeails are applied

Guardrails ©) ~
Guardraits
bedrack-studio-education-guardrail - Preview

+ Create new guardrail

Functions ~

Functiens are not available while guards

u@® v

aws
~—

Explore m e © 0

Export

B

O Reset

describe world war Il

Here's a brief overview of World War II:

World War Il was a global military conflict that lasted from 1939 to 1945. It involved most of the warld's nations forming two oppasing military alliances -
the Allies and the Axis powers.

The war began when Nazi Germany, led by Adolf Hitler, invaded Poland in September 1939. Britain and France then declared war on Germany. The Axis
powers included Germany, Italy, and Japan.

The major Allied powers were the United Kingdom, the United States, the Soviet Union, France, and China. The U.S. initially remained neutral but joined the
war in 1941 after the Japanese attack on Pearl Harbor.

The war was fought across multiple fronts - in Europe, the Pacific, North Africa, and the Atlantic. Some key events included the Battle of Britain, the Nazi
invasion of the Soviet Union, the Holocaust, the Battle of Stalingrad, the D-Day invasion of Normandy, and the dropping of atomic bombs on Hirashima and
Magasaki i

‘WWII was the deadliest conflict in human history with over 70 million fatalities. It ended in 1945 with the Allies achieving victory over the Axis powers after
Germany’s surrender in May and Japan's surrender in August after the atomic bombings.

The war reshaped the political map of the world, led to the formation of the United Nations, and was a pivotal event that defined the 20th century.

© 2024, Amazon Web Services, Inc.orits affiliates. All rights reserved

Saved @

Configs
Model

Anthropic Claude 3 Sonnet

App name

student-study-assistant-with-guardrail

System prompt & examples
System prompt

Add sy

ompt

Examples
+ Add examples
Parameters ®

Data
Data source

Guardrails ®
Guardeails

bedrock-studio-education-guardrail
4 Create new guardrail

Functions

u @

& ’student-study-assistant-with-... v

Preview

Export

Preview Q Reset

.
& describeworld war Il

. Here's a brief overview of World War II:

World War Il was a global military conflict that lasted from 1939 to 1945. It involved most of the world's nations forming two opposing military alliances -
the Allies and the Axis powers.

The war began when Nazi Germany, led by Adolf Hitler, invaded Poland in September 1939. Britain and France then declared war on Germany. The Axis
powers included Germany, Italy, and Japan.

The major Allied powers were the United Kingdom, the United States, the Soviet Union, France, and China. The U.S. initially remained neutral but joined
the war in 1941 after the Japanese attack on Pearl Harbor.

The war was fought across multiple fronts - in Europe, the Pacific, North Africa, and the Atlantic. Some key events included the Battle of Britain, the Nazi
invasion of the Soviet Union, the Holocaust, the Battle of Stalingrad, the D-Day invasion of Normandy, and the dropping of atomic bombs on Hiroshima
and Nagasaki.

WWII was the deadliest conflict in human history with over 70 million fatalities. It ended in 1945 with the Allies achieving victory over the Axis powers
after Germany's surrender in May and Japan's surrender in August after the atomic bombings.

The war reshaped the political map of the world, led to the formation of the United Nations, and was a pivotal event that defined the 20th century.

P il
describe

Il and why?

Sorry, the model cannot answer this question.

(& Enter prompt

25
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1) LLMs can analyze vast
network data in real-time to detect anomalies and
potential threats. They can recognize patterns indicative
of cyber attacks, such as malware, phishing attempts,
and unusual network traffic.

2) LLMs can identify
phishing emails by analyzing the text for malicious
intent and comparing it to known phishing examples.
They can also generate alerts and recommend
preventive actions.

3) : During a cybersecurity incident,
LLMs can assist by providing rapid analysis of the
situation, suggesting mitigation strategies, and
automating responses where applicable.

4) : LLMs can facilitate the
automation of routine security tasks such as patch
management, vulnerability assessments, and
compliance checks. This reduces the workload on
cybersecurity teams and allows them to focus on more
complex tasks.

aws

N
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' Threat Detection .

.Penetration Testing

Phishing Detection |

and Analysis and Response

1
gle.°jp

Security ‘ Chatbots

" Cyber Forensics |
Automation

Security Protocols
Verification | ) L

https://arxiv.org/pdf/2405.12750

Security Training
and Awareness

| Incident Response |

_‘ Vi

5) LLMs can help in forensic analysis
by parsing through logs and data to determine the
cause and method of attack, thus aiding in the
recovery process and future prevention strategies.

6) : LLMs significantly enhance the
capabilities of chatbots in cybersecurity environments
by providing User Interaction, Incident Reporting and
Handling, Real-time Assistance, Training and
Simulations, and FAQ Automation.

7) : LLMs can help generate scripts
or modify existing ones to automate certain parts of
the penetration testing process. This includes scripts
for vulnerability scanning, network mapping, and
exploiting known vulnerabilities.

8) : LLMs can help verify
the security of protocols such as TLS/SSL, IPSec, . . .
etc.

9) : LLMs can
generate training materials tailored to an
organization’s needs.

They can also simulate phishing attacks and other
security scenarios to train employees to recognize
and respond to security threat

27
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Create

coee

EXPLORER

v AMAZON-Q-JUNIT-DEMO
> .mvn
> .vscode
Vv src
v main/java/com/example/project
I Calculator.java
v test/java/com/example/project
J CalculatorTests.java

B © & O

> target
.gitignore

5]

' pom.xml
(® README.md
¥ summary.md

D=

aws,

> OUTLINE

> TIMELINE

> JAVA PROJECTS
v MAVEN

> IM junit5-jupiter-starter-maven com.example:junit...

dWs
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&

J Calculator.java @

src » main > java » com > example > project >

26
27

29
30
31

33
34
35

36
37
38

319
40
41
42
43
44
45
46
47
48
49
50

£ amazon-g-junit-demo

) CalculatorTests.java

// Function to multiply numbers

public Double multiply(Double a, Double b) {

/K
* Multiplies two numbers

* @param a the first number
* @param b the second number

* @return the product of a
*/
return a * b;

// Function to divide numbers

and b

public Double divide(Double a, Double b) {

VeSS
* Divides two numbers

* @param a the first number
* @param b the second number
* @return the quotient of a and b

*/
return a / b;
}
?

// Function to square a number

l

PROBLEMS OUTPUT DEBUG CONSOLE

Your organization controls whether suggestions include code with references. To update these

TERMINAL

PORTS

J Calculator.java > 43 Calculator
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EXPLORER

v JAVA-SECURITY-FINDINGS
v demo
v src
v main
v java/com/example
VERNEVE]
> resources
> test
> target
pom.xml

»> OUTLINE
> TIMELINE
> JAVA PROJECTS
v MAVEN
> M demo com.example:demo

dWs

1

£ java-security-findings

| Main.java X

demo > src > main > java > com > example > Main.java > 42 Main
1 package com.example;

3 import java.sql.Connection;
4 import java.sql.DriverManager;
5 import javax.servlet.http.HttpServlietRequest;

7 public class Main {
] public void createSqlConnection(String url) throws Exception {
(7] final Connection connection = DriverManager.getConnection(url, "username", "password");

11 connection.close();
1

14 public void executeSqlStatement(HttpServletRequest request, java.sql.Connection connection) {
15 final String favoriteColor = request.getParameter("favoriteColor");

16 try {

17 String sql = "SELECT * FROM people WHERE favorite_color='" + favoriteColor + "'";

18 java.sql.Statement statement = connection.createStatement();

19 statement.execute(sql);

20 } catch (java.sql.SQLException e) {
21 throw new RuntimeException(e);
) }

23 }

24 ®

251;
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AMAZON Q: CHAT

Chat x +

After reviewing the provided code, | don't see any critical security vulnerabilities.
However, there are a few areas where we can improve security and robustness.
Here are some recommendations to enhance the security of this code:

1. Input Validation: When reading from "tests/ignores.txt", add more robust input
validation:

with Path("tests/ignores.txt").open(encoding="utf-8") as reader:
for line in reader:
file_path = line.strip()
if file_path and not file_path.startswith("#"):
# Add path traversal protection
if not Path(file_path).is_absolute() and ".." not in file_p
collect_ignore.append(file_path)
. ]
python L+ Insert at cursor (@ Copy

This change prevents potential path traversal attacks and ensures only
relative paths without parent directory references are added.

2. Error Handling: Add error handling when opening and reading files:

try:
with Path("tests/ignores.txt").open(encoding="utf-8") as reader:
for line in reader:
# ... (rest of the code)

nn §

Ask a question or enter "/" for quick actions

Use of Amazon Q is subject to the AWS Responsible Al Policy.

®OA0 WO v AWS: profile:default D> Amazon Q

@ setup.py @ conftest.py X > [

@ conftest.py

14

collect_ignore = [ e

OLUIILALID DU LPLD LU WE LUl MY LEDLD/ LEDL_LIAW LS s Py s sl @W LI NUILIIC]

x_py_files("tests/CrawlerRunner"),

with Path("tests/ignores.txt").open(encoding="utf-8") as reader:
for -line in reader:
file_path = line.strip()
if file_path and file_path[@] != "#":
collect_ignore.append(file_path) ~Z7

if not H2_ENABLED:
collect_ignore.extend(
(
"'scrapy/core/downloader/handlers/http2.py",
*_py_files("scrapy/core/http2"),

@pytest.fixture()

def chdir(tmpdir):
"""Change to pytest-provided temporary directory
tmpdir.chdir()

def pytest_addoption(parser):
parser.addoption(
"——reactor", -
default="default",
choices=["default", "asyncio"],

@pytest. fixture(scope="class")
def reactor_pytest(request):
if not request.cls:
#-doctests
return

request.cls.reactor_pytest = request.config.getoption("--reactor") 31

Ln 99, Col 1 (2574 selected) Spaces:4 UTF-8 LF {} Python 3.12.5 [
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