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DEVOPS, NETOPS, SECOPS, DEVSECOPS...

*Net — Network
*Dev — Development
*Ops — Operations
*Sec — Security




WHY?
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Everything is Code Collaboration and Automation Continues

S .
NetOps: IAS yhe Everything

Infrastructure as Code

It's all about velocity and delivering In
a mode of continuous improvement




CODE DELIVERY = REVENUE GROWTH

Companies with faster code
delivery were

62°/o

more likely to see YoY revenue

%
- growth of 25% or more
Source: EMA, “DevOps/Continuous Delivery Tooling: Launchpad for the Digital Enterprise,” 2017.

Slower Faster
Code Delivery Code Delivery
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3 TYPICAL USE CASES

| manage projects, e.g.
new deployments

() Jenking

Project
Manager

| preform system
operations, e.g. failover

| manage infrastructure
platforms, e.g. config &
security baseline

Infra-
structure
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ATTACKERS TARGET NON-HUMAN CREDENTIALS

Tesla Cloud Account Data Breach

Attackers used credentials stored in Kubernetes to hijack cloud resources to mine cryptocurrency

55, li.& .

Kubernetes is Attacker finds

DevOps Attacker uses
configured to engineer places — unprotected ' keys to install
not require a AWS access Kubernetes cryptocurrency
password for keys in co.nsole and mining software

console access Kubernetes copies the keys in cloud




ATTACK CAN BE SIMPLE

/ O Search - aws_access_key X VQ tweak aws access key for X VO Create new AWS secure - X VQ Update AWS access keys X VQ Delete aws-access-key.d: X \\ \ - g n
& C' | & GitHub, Inc. [US] | https://github.com/search?p=28&q=aw Q wl D

Pull requests Issues Marketplace Explore

ysitories 61 6,404 commit results Sort: Best match v
\ Code 102K
| Commite = Adjusting aws_access_key _id and aws_secret_access_key Verified g £focdbs 3
a venezia committed to samsung-cnct/cluster-manager-api
Issues 1K 26 days ago v
Topics
Prints out AWS profile and access key during client build
Wikis = ki P . . y 9 | 1422018 <
T niccottrell committed to niccottrell/mongo-metadata-s3
Users 2 days ago
Advanced search  Cheat sheet
update aws access key B | ads3ccd I3
E bouzuya committed to bouzuya/bouzuya.net on May 5
v
adds AWS Access Key info to README B | sabe7fe I3
[ tomweston committed to axoe/gatekeeper 20 days ago
WIP - updated AWS access id and key B avdeono ¢ v




THE PROBLEM: EMBEDDED SECRETS

/ Q Search - aws_access_key X VQ tweak aws access key for X VO Create new AWS secure - X vo Update AWS access keys X VQ Delete aws-access-key.dc X \\ \ - 8 “

d1557de00a293caaffb12f1a09ef4 @ v [

C' | & GitHub, Inc. [US] | https://github.com/rovercode/rovercode/commit/b437b3370e8

language: python
virtualenv:
system site packages: true
python:
- §92.7§
+- "2.7°
deploy:
- provider: s3
access_key id: AKIAIGTIF2ZRMY5BAAKQ

secret_access_key:

secure: uDOZ3WxSFyHp32ivolx1M3QZ8jcp5E7unQvwFNUFSO0Q1K1HYyXIEtnat3HZvwUhTw5cdQc06KYd6/cSUBTy/yRpchXE4Mv6TBXcrvbArSQHAGP/s21bV:

bucket: "rovercode-dev-docs"

- local dir: www/docs/_build/html

- upload-dir: rovercode/development
- acl: public_read

- skip cleanup: true

- region: us-east-2

- on:

- repo: rovercode/rovercode

- branch: docs-deploy

- - provider: s3

- access_key id: AKIAIGTJIF2ZRMY5BAAKQ




NATIVE TOOLS CREATE RISK WITH “ISLANDS OF SECURITY”

* Native tool vendors not focused on

Islands of Security security, most not enterprise ready

RED HAT
OPENSHIFT.io kubernetes Vs.

Secrets Secrets

e (Central view and control of
Privileged Access Security

ANSIBLE

* Full auditing
Vault Databags

« Enterprise wide solution for on-
premises, hybrid, cloud only

Google Cloud Platform

ANTARNS IANTARNS ANTFRNS » Leverage the portfolio of CyberArk
capabilities (Vault, monitoring, etc.)




THE SOLUTION: REMOVE & CENTRALIZE EMBEDDED SECRETS

S .gitlab-ci.yml 117 Bytes Iy

trigger jenkins:

variables:

- '"./callJenkins.sh'

3 .gitlab-ciyml 59Bytes Iy * Noembedded secrets
* Inject secrets In memory

 Short lived
trigger jenkins:

script:

- '"summon ./callJenkins.sh’

Demo repo: https://github.com/quincycheng/cicd/
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CYBER

HOW?
STEP 1: WHERE ARE THEY?



CURRENT

SITUATION

@Y CYBERARK

Cyberark Advanced Threat Landscape - 2018

Report, indicated:

«  75% organizations do not
have a privileged account
security strategy for DevOps

«  Fewer than half report that
DevOps and security teams
consistently work together

*  Nearly all (99%) of security
pros and DevOps
respondents failed to identify
all places where privileged
accounts or secrets exist

CYBERARK GLOBALADVANCED
THREAT LANDSCAPE SURVEY
2018: FOCUS ON DEVOPS

Unaware and Unprepared: A Lack of Securlty Awareness and
Planning Increases Risk of DevOps Secrets Exposure

CYBER

UNAWARE AND UNPREPARED:

DEVOPS SECRETS AT RISK
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CREDENTIALS ARE EVERYWHERE (2/2) Q ®

Target Devices g = o
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Infrastructure as Code
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Servers VM Cloud Blatform




EVERYWHERE! (THAT'S WHY THEY’D BE SECURED IN DAY 1)
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CYBER

HOW?
STEP 2: LOCK DOWN



MACHINE IDENTITY

* Applying Human Security Principles to Machines

amazon

webservices™




LOCK DOWN CREDENTIALS
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CYBER

HOW?
STEP 3: SECURE YOUR SECRETS



APPLY SECURITY ENFORCEMENTS
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* Authentication

* Access Control

* Audit trails

» Centralized
management

WWWwW
WEBSITES/ CLOUD
WEBAPPS  INFRASTUCTURE

Application




USE CASE EXAMPLE:

PAS & AAM ENABLE END-TO-END SECURITY FOR THE CI/CD PIPELINE

CyberArk’s holistic approach secures the full CI/CD Pipeline and Tool Chain end-to-end

Admin Consoles /Human Users

o o

DevOps CI/CD Pipeline /Automation

(A

ANSIBLE

puppet .

Jenkins CHEF

Container /App Deployment

kubernetes

aws

OPENSHIFT

% Protect the tool console
Use Privileged Session Manager to monitor and record
any human or non-human interactive access

% Secure the tool credentials
Use Central Policy Manager to manage and rotate
credentials based on policy

+» Secure the tool CLI

Use On Demand Privilege Manager to Secure the tool
CLI interface

)
%ﬁ

Detect unmanaged & compromised IAM users
Use Privileged Threat Analytics to detect unmanaged
Access Keys, and Passwords for AWS users as well as
compromised privileged IAM and EC2 users

% Secure the Pipeline credentials

Use Application Access Manager to manage
the credentials used by the pipeline to access
resources and run other tools.

% Secure Master / Cookbook / Playbook /
Manifest / Application containers
Use Application Access Manager to remove

hard coded/ unmanaged credentials from jobs
and retrieve them in a secure way

+» Discover hard coded credentials
Use DNA to auto-discover hidden credentials in
tool Ansible Playbooks, Roles, and Tasks

% Secure the managed Nodes
Use Application Access Manager
to establish an identity, for
containers and other nodes, during
orchestration to enable secure
retrieval of secrets.

++ Secure admin access to the
Nodes

Use Privileged Session Manager
to secure, control and monitor the
access to the nodes

Application Access Manager: Dynamic Access Provider

CYBER



CYBERARK C3 ALLIANCE & MARKETPLACE
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KEY

TAKEAWAY

@Y CYBERARK

. NetOps is great if it's secured

. How CyberArk can help to protect both

human credentials and application secrets

. Contact CyberArk team to help with the evaluation
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THANK YOU!

Quincy Cheng
APJ DevOps Manager, CyberArk
Quincy.Cheng@CyberArk.com
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