
Basics - Routing Security

Hurricane Electric - Massive Peering!

You must filter your peers. 
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• Routing security is important in two directions:
• The routes you receive
• The routes you announce

• Starting with the routes you receive...
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• Most networks won’t/don’t filter their peers. 
• This is negligent behavior
• The routes you receive should be filtered in three 

ways:
• Prefix Count
• AS-Path
• Prefix list



http://routing.he.net
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Hurricane Electric 
Route Filtering Algorithm

q Read more here
q http://routing.he.net/algorithm.html

q Example:
q xx.7.224.0/24,rejected,does not strictly match IRR policy or RIR handles
q xx.10.254.0/23,accepted,strictly matched IRR policy
q xx.17.248.0/24,accepted,strictly matched IRR policy
q xx.26.36.0/22,rejected,does not strictly match IRR policy or RIR handles
q xx.26.39.0/24,rejected,does not strictly match IRR policy or RIR handles

Hurricane Electric - Massive Peering!

http://routing.he.net/algorithm.html


Hurricane Electric 
Route Filtering

q Please check and update your IRR or RIR handles

q Check your routing here:
q http://routing.he.net/

q We at now filtering ~90% of all our peers
q Rolling it out slowly over the last six months

Hurricane Electric - Massive Peering!

http://routing.he.net/


Resources

q Seattle SIX
q Tom Paseka  tom@cloudflare.com
q BGP.HE.NET
q https://bgpmon.net/
q https://twitter.com/InternetIntel
q DYN

Hurricane Electric - Massive Peering!

https://www.seattleix.net/
mailto:tom@cloudflare.com
http://www.kwintessential.co.uk/resources/global-etiquette/philippines-country-profile.html
http://www.kwintessential.co.uk/resources/global-etiquette/philippines-country-profile.html
http://www.kwintessential.co.uk/resources/global-etiquette/philippines-country-profile.html


Thanks!

Walt Wollny, Director Interconnection Strategy
Hurricane Electric  AS6939
walt@he.net


