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74% of operators report network
changes have significantly impacted
their business™®

97% of operators admit human factors
cause network outages*

22% of unplanned outages caused by
human error**



I L OIll
Date

To:

Cc:

Subject: switch uptime

Tl >sh ver

Don’t encourage this
kind of behavior!!!!

ROM: System Bootstrap, Version 12.2(17r)S2, RELEASE SOFTWARE (fcl)
BOOTLDR: s72033 rp Software (s72033 rp-ADVENTERPRISEK9 WAN-M), Version
12.2(18)SXF3, RELEASE SOFTWARE (fcl)

uptime is 11 years, 31 weeks, 1 day, 16 hours, 46 minutes

ime since r-secmgtel-1 switched to active is 11 years, 31 weeks, 1 day,
29 minutes
System returned to ROM by s/w reset (SP by power-on)
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“Every time we implement a network
change something goes wrong...”

“Isn’t it great, our switch hasn’t been
rebooted in 6 years”

* Paraphrased quotes from actual network operators



Today’s Network Operations Culture and Mindset

Today have a

T Organizations l
“Culture of Fear”




The NetDevOps Culture and Mindset

Changes are

regular

/ activities \

Change seen Each change is

as success small

NetDevOps

T will require a l
“Culture of Change”

Change was The team is

uneventful

well practiced

Change was /

tested and
verified

!
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module “"vpc" {
source = "terraform-aws-modules/vpc/aws"
name = "my-vpc"
cidr = "10.0.0.0/16"
azs = ["eu-west-1a", "eu-west-1b", "eu-west-1c"]

private subnets = ["10.0.1.0/24", "10.0.2.0/24", "10.0.3.8/24"]
public_subnets = ["10.0.101.0/24", "10.0.102.0/24", "10.0.103.0/24"]

enable _nat_gateway = true
enable_vpn_gateway = true

This doesn’t count as “Network as Code”
(or at least isn’t ENOUGH)

Environment = "dev"



Principles of "Network as Code”

- Store Network Configurations in
Source Control

« Source Control is a Source of
Truth*

- Configuration Management
Deployment through APls

* The “Source of Whole Truth” for the network will likely be constructed from multiple systems holding specific
details. For example, IP details would come from IP Address Management.

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Continuous Delivery Pipeline for Network
Configuration

- Network Configuration stored in
Source Control

- Changes are proposed in code
“branches”

 CICD Build Servers deploy and
test proposed configurations

Create Implement Test .
P Commit

Cod “MNet
ode SN “Ne worl: SN Change == e
Branch as Code Locally

Investigate

. Successful configurations Fi0L® Y Provems
automatically deployed to

\

“Production”

/
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The NetDevOps Engmeers Tool Bag

(Example tools, not comprehensive)

Distributed Source Control
(git, Subversion, Mercurial, GitHub, BitBucket, GitLab)

Build Server
(GitLab, Jenkins, Team City, Drone)

Configuration Management Network Test Tooling Telemetry & Monitoring
(Ansible, Puppet, NSO, NAPALM, DIY) (PYyATS, TRex, Robot, Behave) (ELK, Grafana, Pipeline, UTM)

ggfggﬁ é gRPC REST APIs
Network

YANG/Native Data Model Virtualization

Platforms

Configuration Data Operational Data (VIRL/CML, NFVIS,
Vagrant)

SNMP

Network Device

Development Enwrenment Test Environment
(VIRL/CML) Production Environment

rits affiliates. All rights reserved. Cisco Public




DevNet

& https://developer.cisco.com

Get started with what DevNet has to offer

Chat with Us!

https://developer.cisco.com SIGN UP FREE


https://developer.cisco.com/

Vagrant UP

V

HashiCorp

Vagrant

Development Environments Made Easy




Guestshell and spark integration

https://aithub.com/CiscoDevNet/python code samples network/tree/maste
r/spark checkint#create-folder-for-scripts-and-add-script

« It can be spark or other application integration


https://github.com/CiscoDevNet/python_code_samples_network/tree/master/spark_checkin#create-folder-for-scripts-and-add-script

Windows Subsystem for Linux

=. MiCFOSOft | Docs Windows  Microsoft Azure  Visual Studio  Office More ~ All Microsoft ~ p

Docs / Install on Windows 10 = Feedback ¢ Edit | Share J) Dark  Signin

Filter by title Wi n d OWS S u bsyste m fo r Li n ux In this article

Install the
womver - Installation Guide for Windows 10 [
07/23/2018 + 2 minutes to read * Contributors - & @& @& @ all Linux

Install your Linux

Install on Windows Server Distribution of
L . . . Choice
Initialize Dist
nitialze Distro Install the Windows Subsystem for Linux
Complete
User accounts and R
. _ _ _ _ ) initialization of your
permissions Before installing any Linux distros for WSL, you must ensure that the "Windows Subsystem for distro
Distro management Linux" optional feature is enabled: Troubleshooting:
Windows Subsystem for
Linux for Enterprise 1. Open PowerShell as Administrator and run:
Interoperability
PowerShell [y Copy
Build a Custom Distro
Frequently Asked Questions Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Windows-Subsystem-
. . X
Troubleshooting p 5 Is this page helpful?

Release Notes v

2. Restart your computer when prompted.

https://docs.microsoft.com/en-us/windows/wsl/install-win10



https://docs.microsoft.com/en-us/windows/wsl/install-win10

DevNet Sandbox

C @ https://developer.cisco.com/site/sandbox Q Y O o N i B - ‘/ (4 )

* Apps & Whizlabs Learning ... o#2 DD-WRT Forum V.. > Google Codelabs Chris Cisco Lab Google Keep O djan Object Model — ac... » Other bookmarks

WRT

Which type of Sandbox do | need?

ALWAYS-ON LABS » RESERVATION LABS »

Always-on Reservation

These ready-to-go labs run on the DMZ with public access and These " pre-packaged” labs require reservations. They include
provide access to “kick the tires” with non-admin APIs on the fly. Cisco Technology packaged into a mini enterprise network!

No reservations required Full, administrative access
Instant access with no setup time Private environment with VPN
Easily shared by many In-lab automation tools

Powerful access to APls Custom setup automation

Learn more Learn more



https://developer.cisco.com/site/sandbox/

NetDevOps {LIVE}

@ https://developer.cisco.com/netdevops/live/

= E— Gin =

I DEVNET Discover Technologies Community Support Events

Technology > NetDevOps Live NetDevOps on DevNet

https://developer.cisco.com/netdevops/live/

Presentation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 19


https://developer.cisco.com/netdevops/live/

\What do do next?

« NetDevOps Readings - NetDevOps Learning Resources
 Embrace NetDevOps, Say Goodbye  Network Programmability Basics
to a "Culture of Fear” Video Course
 NetDevOps Goes Beyond  NetDevOps Learning Labs

Infrastructure as Code
What does "Network as Code"

 NetDevOps Live!

Mean? « NetDevOps Videos

A Network Engineers Journey in « How to be a Network Engineer in a
Programmability Programmable Age

NetDevOps and the Rise of the » Network as Code in Action
Programmable Network » Benefits of Configuration

Management

DEVNET-1291 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 20


https://blogs.cisco.com/developer/embrace-netdevops-part-1
https://blogs.cisco.com/developer/embrace-netdevops-part-2
https://blogs.cisco.com/developer/what-does-network-as-code-mean
https://learningnetwork.cisco.com/blogs/community_cafe/2017/03/27/a-network-engineer-s-journey-in-programmability
https://blogs.cisco.com/developer/netdevops-and-the-rise-of-the-programmable-network-pn
https://developer.cisco.com/video/net-prog-basics/
https://learninglabs.cisco.com/tracks/netdevops
https://developer.cisco.com/netdevops/live
https://developer.cisco.com/video/net-prog-basics/00-intro/intro
https://www.youtube.com/watch?v=N8boXPYdbxg
https://www.youtube.com/watch?v=5kGFJWjTQOo
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