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THE RISK FOR ISPS/DATA CENTRE 

OPERATORS



The risk for ISPs/Data Centre Operators

• Ever Changing IT Environment
– Virtualization, Cloud, IoT

• You are not sure what you have in your network

• Tight man power
– Growth of IT team is far behind growth of device

• Silo Pieces of component
– Security, Monitoring and Reporting solution work 

separately



The risk for ISPs/Data Centre Operators



The risk for ISPs/Data Centre Operators

• Contains essential support functions 

for Mobile Network to operate

– DHCP

– DNS

– Web portals

– Value-add custom services

– …

• Things like HLR (Home Location 

Register) logically reside in another 

place but generally physically reside in 

MDC

Mobile Data Center

DHCP DNS Web



The risk for ISPs/Data Centre Operators

• Critical parts of infrastructure within network now 

use commodity components

– Which have vulnerabilities

• More and more device use IP, especially in 4G

– Possibility to access by others



What would you attack?



What would you attack?

How to measure our RISK?



THE RATE AT WHICH VULNERABILITIES 

EMERGE



The Rate at which Vulnerabilities Emerge
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The Rate at which Vulnerabilities Emerge
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Since 2005, we have around 2000 High Risk vulnerabilities published 

ever year, it’s about 5-6 vulnerabilities per day.

Source: NIST Vulnerabilities Database



SOME EXAMPLES OF ISP COMPROMISE 

AND THE IMPACT



Examples of ISP Compromise and The Impact

• 2014-Dec, TalkTalk (UK Broadband provider)
– 4 Millions customer data expose, many customer receive fraud 

call after.

• 2015-May, Telstra Pacnet (Telco)
– Customer data expose, Pacnet inform customers that they are 

hacked.

• 2015-Jun, Westnet (Australia Telco)
– Customer data leak (hacker reselling their data), password reset.

• 2015-Aug, ICAAN
– End user information, global password reset.



THE CONTINUOUS VULNERABILITY 

MANAGEMENT METHODOLOGY



Know Your Network

COMPLETE VISIBILITY

Breadth of Sensors
Collect  & integrate critical

data across the enterprise 

Assurance with Tenable



Active Scanning



Active Scanning



Active Scanning

• May miss transient devices, if they are 

disconnected

• Will miss devices outside the specified address 

range

• Highly Accurate

• Grossly Inefficient 



Agents

• Mobile workforce

• Lower bandwidth sites

• Super small and light 

weight 

• Highly Accurate

• Require Agent Install



Passive Network Monitoring



Passive Network Monitoring



Passive Network Monitoring

Continuously Monitors Network Traffic

– Discovers transient assets

– Uses fingerprinting to determine OS & version

– Discovers active ports, protocols, and services

– Discovers client applications

– Always on

– Less Accurate



Intelligent Connectors

Spraying packets is no 
longer the only way to find 
hosts

– Clouds

– Active Directory

– Patch management 
systems

– IP management 
solutions

– Etc.



Host Data

• Cyber Hygiene

• Scanning is still 

set at some 

periodicity

• Rich in Details

• Lot’s of information



Five-Fingers Approach

1. Active Scan

2. Agents

3. Passive Vulnerability Scan

4. Intelligent Connectors

5. Host Data



TOTAL ASSURANCE

Know You’re Secure

Continuous Monitoring
Real-time,

advanced analysis

BETTER CONTEXT

Measure and Report
Prioritize security issues based 

on actionable intelligence

Know What To DoKnow Your Network

COMPLETE VISIBILITY

Breadth of Sensors
Collect  & integrate critical

data across the enterprise 

Assurance with Tenable



BENEFITS / CONCLUSION



Benefits

• Collect Data from Different Sources

• Transform Data to Information

• Understand what you have (hardware / 
software) in your IT Infrastructure

• Combine Context and Business needs to risk 
management

• Continuously Monitor your IT infrastructure



Customer Case Study

• Service Provider in APAC

• Holder of 4G License

• Roll out more then 800 cities



The Problem Space

• Security is forefront in the mind of this customer
– Vulnerability management and continuous monitoring considered 

from initial build-out

• How to protect…
– Core infrastructure?

– Offered services running over that infrastructure?

• Huge operation
– More than 300,000 IP addresses in more then 800 cities

– Complex environment consisting of BSS, Wireless equipment, 
custom software, network equipment, servers…

– Total of 60,000 physical Servers (growing)



Vulnerability Management as internal SaaS

• Establish compliance standards and targets

• Define operational groups (16 total)
– Assign assets to each group

• Technical infrastructure is “flat”

• Assign a SecurityCenter “portal” to each group 
– Each group manages their own assets using 

SecurityCenter
• Pre-deployment, testing, deployed services all covered

– Overall compliance management/security organization 
ensures each group meeting its objectives



Customer Objectives

• Reduce and maintain vulnerabilities at an acceptable 
level

• Real-time detection of vulnerabilities and 
misconfigurations

• Maintain a “report card” for each of the 16 organizations 

• Detect early indications of compromise

• Detect inbound suspicious or malicious activities

• Augment and supplement services provided by SIEM















Conclusion 

• Ever Changing IT Environment
– Inventory all hardware and software is possible now 

with Tenable’s 5 fingers approach

• Critical parts of infrastructure within network now 
use commodity components
– Periodic scan is not enough to understand your risk

– Implement different method (active, passive, host 
data) to identify vulnerabilities



Conclusion 

• More and more device use IP, especially in 4G
– Continuously Monitor the network, protocols and 

communications pattern should be stable and not change 
much. Threads can be identify by pattern change.

• Tight man power, Silo Pieces of component
– Combine Context and Business requirement to define your 

own Security Metrics

– Single console to monitor your security metrics

– Continuously Monitor the Metrics to Enhance Security 
Posture




