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Who am |?

» Senior Consultant
- @HKCERT since 2001

> International and local liaison, strategic
planning, supervision of CERT operation

» Previous industrial experiences
- ISP, Telecommunication
> Multinational Banking
> Qutsourcing Consultancy
- Software distributor

SC Leung




Agenda

» Major threats & problems we face today
» How these problems affect you?
» What HKCERT is doing to solve them?

» How you can get involved in solving the problems?




HKCERT as a Coordination Centre

CERT Teams in Asia Pacific CERT Teams around the World
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Services

Incident Response
24-hour Hotline: 8105-6060
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Cross Border Coordination

Early Warning and Advices
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Awareness Education
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Security Status of Hong Kong

HKCERT Statistics




Incentive for hackers to pick on
Hong Kong

» Economy with Fastest Average Internet Speed

-0.9% 32%

1 Hong Kong 85.1

2 South Korea 53.3 19% 14%
3 Japan 48.8 3.1% 21%
4 Romania 47.5 -0.6% 23%
5 Singapore 45.6 4.1% 61%
6 Latvia 44.6 5.4% 33%
7 Switzerland 41.4 3.9% 38%
8 lsrael 40.1 6.4% 53%
9 Belgium 399 8.1% 35%

10 Taiwan 395 22% 61%
Source: Akamai Report (2013-Aug) %g
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Incentive for hackers to pick on
Hong Kong

» Highest Attack Traffic
- In 2013 Q1, Hong Kong was at 10t position (1.6%)

1 Indonesia 38% 21%
2 China 33% 34%
3 United States 6.9% 8.3%
4  Taiwan 2.5% 2.5%
5  Turkey 2.4% 4.5%
6 India 2.0% 2.6%
7 Russia 1.7% 2.7%
8  Brazil 1.4% 2.2%
9  Romania 1.0% 2.0%
10 South Korea 0.9% 1.4%

Other 11% 18%

Source: Akamai Report (2013-Aug) J



Security Incident Reports Handled

1,593

961 980

2009 2010 2011 2012 2013




Distribution of
Security Incident Reports Handled

Others, 13
423
120
Botnet, 423 2012 2013
Total: 1,593
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Invisible Bots BEH‘iE R
(Unreported compromised computers)

N EN =T YN EETR

) e created by Tom-b: http://commons.wikimedia.org/wiki/File:Botnet.svg)



Invisible Bots [EHZiE

Source: data collected from global security researchers

** Events not reported to HKCERT

9,575
8,657 8,374

Q2 2013 Q3 2013 Q4 2013
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Hacktivist and
Nation State attacks



Modern Hackers

Cyber Nation
Criminal Hacktivist State

Sy

Image credits: Infographics of WatchGuard J
°



Modern Hackers

Cyber _
Criminal » Motive: $$9%

- Underground economy
- Crime-as-a-Service

» Botnet infrastructure
» Advanced (banking) Trojan

» Moving to mobile and cloud

Image credits: Infographics of WatchGuard J
°




Modern Hackers

Hacktivist Motive: Ideological
High profile
Crowdsourcing

Data leakage = DDoS

Image credits: Infographics of WatchGuard J
°



Modern Hackers

Nation

Motive: Political/Military State

Target critical infrastructure <
Advanced malware / attacks

Low profile

Espionage

Image credits: Infographics of WatchGuard \/
°



Largest DDoS attack on US Banks
since 2012-Sep

» "Operation Ababil" by Islam hacktivist group

» Attack sources<hundreds of hijacked we@

- Hacked web CMS servers with higher bandwidth (100Mbps)

» Attack traffic volume: 60-150 Gbps
> As a reference: HKIX average throughput in 2012 = 150Gbps)




Market Share of CMS

None 65.2%

A 20.5%

WordPress

59.6%

3 i W 3.2%
COMIS 0 2%

N 1.0%
Drupal o 5 6%

§1.2%
Blogger o 5 3%

10.9%
“09.“'0 . 2.6%

10.6%
B L6%

| W3Techs.com, 1 December 2013

1YPO3

B absolute usage percentage M market share

Percentages of websites using various content management systems

source: W3Techs
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DDoS attack on Spamhaus
2013-Mar

» Attack against Spamhaus which fights spam

» Reflective amplification attack from open DNS
recursive resolvers

@ THE SPAMHAUS PROJECT

» Traffic: 30-120Gbps

»
0 16:00 18:00 20:00 22:00 00:00 02:00
46.82 G Maxisum: 118.52 G
£§7.51 G Maxisunm: 80.33 G




Attack arsenal - Open DNS resolvers

Misconfigured
DNS open
resolvers C

(2) A spoofs a DNS query by Server B
“domain.com TYPE = “ANY”
Packet size = 20 bytes

Attacker A

N

(1) A wants to
attack B without
being identified

I
I
I
I
I
I
I
I
v

Server B

under

3) Reply to query of unauthorized domain;
attack (3) Reply to query

Amplified DNS Reply
Packet size = 1,200 bytes (60 times!)




Attack arsenal @NS reso@

Misconfigured
DNS open
resolvers

1000 bots

x 1000 servers

x 60 amplifications
= 60M amplifications
= 60M x 20 bytes
=1.2 Gbytes

9.6 Gbits



Nominum Study:
Home routers open to exploitation

» > 24M routers have open DNS proxies exposed
ISPs to DrDoS

» > 70% of total DNS traffic on a provider’s network
was associated with DNS amplification (2014-Jan)

» 5.3M routers used in DrDoS (2014-Feb) clogged ISP
networks

» Reference:

o http://nominum.com/news-post/24m-home-routers-
expose-ddos/

f


http://nominum.com/news-post/24m-home-routers-expose-ddos/

DDoS attack on CloudFlare
2014-Feb

» Traffic: > 350Gbps
» Attacker sources: Misconfigured NTP servers

» NTP (Network Time Protocol)

> ntpd prior to version 4.2.7p26 that use the default
unrestricted query configuration; other proprietary NTP
implementations too




Nature of DrDoS

» Distributed Reflective DoS attack
» Spoofed IP addresses

» Bandwidth Amplification Factor
> DNS (UDP/57) : 20X - 100X
> NTP (UDP/123) : 20X - 200X
> SNMP (UDP/161,162) : 3X - 10X
- Chargen (UDP/19) : 10X - 20X




Routers, Set-top boxes, Webcams
y & /<

N
/N

» Internet exposed - weak password, default config. & vulnerability

» Lists of compromised CPE are traded in the underground

» Symantec: linux worm targeting hidden devices (2013-Nov)

- Exploits a PHP vulnerability (CVE-2012-1823) to propagate itself
o http://www.symantec.com/connect/blogs/linux-worm-targeting-hidden-devices

oL



http://www.symantec.com/connect/blogs/linux-worm-targeting-hidden-devices

Vulnerable web servers

» OpenSSL Heartbleed vulnerability 2 leakage of
private keys, credentials ...
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More info:



https://www.hkcert.org/my_url/en/alert/14040802

Good Guy using Bad Crypto

» SSL Server Test

o https://www.ssllabs.com/ssltest/analyze.html

> Many organizations uses old SSL protocol versions, weak
cryptographic algorithms and 1024-bit SSL digital certificates

Summary

Overall Rating

This server supports SSL 2, which is obsolete and msecure. Grade set o F.

The server supports only older profocols, but not the current best TLS 1.2. Grade capped to B %g
HKCERT

The sefver does not support Forward Secrecy with the reference browsers. NORE INFO »


https://www.ssllabs.com/ssltest/analyze.html

Challenges

Cross border / jurisdiction attacks by organized groups

v

Critical infra, critical biz and mass media are targets

v

DDoS: huge international traffic > $$$

v

Undetected malware infiltrated to internal network

v

v

Hacked computers (botnets) being used in attacks with
their owners unaware - ISP blacklisted

Vulnerable / misconfigured systems may become bots

>




Mitigation Measures



Adopt ISP Best Security Practices

» RFC3013 Recommended ISP Security (Nov 2000)

- Computer Security Incident Response Team (CSIRT)
Notification of vulnerabilities & Reported Incidents
User Policy

o

o

o

Ban IP spoofing traffic via Ingress filtering from customers;
Egress filtering to customers (RFC1918, RFC2827)

Ban open mail relay (RFC2505)

(0]




Harden your network

» Physical security (site and racks)

» Close all unnecessary services

» Secure network management (syslog, snmp, tftp)
» Secure remote access (ssh, vpn)

» Strong authentication

» Prevent route poisoning

- Accepts only customer prefixes which have been assigned
or allocated to their downstream customers




Coo rdinated
net Takedown

\Q\H N\ M \\\\\?




Collaborate to take down Botnets

C&C investigation and takedown
Reverse engineer botnet communication Security Researchers

Apply court order FBI & Microsoft

Seize C&C data and evidence in USA FBI

C&C takedown outside USA Microsoft, CERT, ISPs
Bot Cleanup

Sinkhole (fake C&C trap bot IP addresses) Microsoft, DNR

Clean up local bots Microsoft, CERT, ISPs

Provide tools to detect and clean up bot Microsoft, security

vendors

f



Clean up Botnets in Hong Kong

» Works with HKCERT in joint operation with security researchers,
law enforcement to take down botnet C&C and bots

» Botnet Detection and Cleanup Guideline | HKCERT
o https://www.hkcert.org/botnet

Max no. of IP addr detecred (approx) by
Oporaton

Botoet 1L
Opstation

:
-



https://www.hkcert.org/botnet

Incident Responses

Security
events
targeting
your net

Security . Security Activity
events events patterns
from : from

your net ! your net

Internal External #l Cyber Threat Network
Report Referral B Intelligence Monitoring




Proactive Detection
of bots in your network

Leverage on Global Security Intelligence




Global Intelligence, Local Footprints

Target of

Hacked machines attack

« Attackers control hacked computers via stealthy malware.

« Owners of the hacked computers not aware of the compromise.

« But when a hacked computer launches an attack to a global target,
it leaves footprints.



Global Intelligence, Local Footprints

Hacked machines

The footprints made by a local hacked machine
 |IP addresses (logs of honeypot, firewall, ids/ips)
« Malware hosting URLs (reported)
* Phishing emails (reported)



Phishing intelligence
PhlShTal'Ik Out of the Net, into the Tank.

Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mading Lists My Account

1D URL Submitted by
19643435 http://hetps-www.paypal.com,update-cgi.bin-webscr,.., PhughReportar
1964344 http://32575743 help-viswon.org/parko/?logonsmypos... manecarell
1964343 http://brinker-fetten.de/frgrg/ser/mac/as0.php Manocare

https://www.phishtank.com/

» by country
» by asn
» by target


https://www.phishtank.com/

Zeus, SpyEye botnet tracker

ZeusS Tracker :: Bl Hong Kong (HK)

The st below shows all ZeuS CACs and FakeURLs which are ho

sted i Hong Kong (HK)

'~ N o . hals N rd < ~e 5 > S hnae > S hanata S — > S hroare o s Fileae Anhis

Set a filter for the kst belov 2 Zoys hosts | offine ZaysS hosts | ZeysS hosts unknown statys | ZeyS't aith files online | 2
Sk e th ST fund
=S aClIRE NI D YI2 Saa IS0

_ Status ;
_ ] D Netlisted " S1ZCN.COM, INC, AS17442
UNKNown 0 Notlisted - » AS39743

2 & s 103 9

Sxrwsteel com 59.188.241,

AN P a s P aVed P arn

SET S
-py’[:'&)je

CKER

Dateadded | SpyEve BinaryURL  Status MDS Hash  Filesize | Virustotal ~Anubis  File download
2011-10-12 fuck.eu/bhys f=1 Oiffing] 665c5383160fdosfe3fe7ededbes7dce  431'104 M1 1

‘ 7/43 (39.50%:) report I download
2011-10-11 wavone.us/w.php?f=16&e=5 Sffline 1b12b0f15960b38023d8c8a7cfd72e5d  130'960 PJ 13743 (30.20%)  report B download
2011-09-15 31.31.203.123/e-cards.exe BHIiRE 22b625069365f9c0fddbe82aaf653b27  207'360 Pl 35/44 (79.50%) - report = download

» by country


http://zeustracker.abuse.ch/
http://spyeyetracker,abuse.ch/

Malware intelligence

CLEAN MX realtime database
y watchaaS 3855 e O 14 88 08 8:05:19 cEST

Totall
Led houdy

Rubscobe 10 the VicusiWWatch Makog RSt up

[This database consists of Virus URI, collected and verified since Feb 2006

Oline Ost s ODalet + OClosed® +  Ohours Ocontributor * + Oviresname * & OuURLY + Oip state Oresponset & Olp initia
5 ® 15355843 2012-96-2) 13:00:54 OVERDLE Pi7574 * U s 168 - 6808 roou/nogiin b load axe > urdef

i ® 445430 20100002 03246100 010-02-02 1507116 1.9 L Y + ¢ mal_2eus/wsrgoem v2 drop zone 53Rt oasion Noirdexiotg v DD dear AANATY &

3 +* 4603 WI002-28 16:76:00 2010-02-28 19:40:24 1 5 L R 2+ 3 mal_zeus/werocem vz cortg fie 6308 rpto: i posion Pkirbbosar w0 PP dear AARAL 9

http://support.clean-mx.de/clean-mx/viruses

M AL

Homepage | Forums | Recent Updates | RSS update feed | Contact us

2013/08/04_05:14 zxkewwow.biz 159.79.63.83 f"“‘”"‘m”"‘ Trojan m"”’“’m‘ 40034 &
2013/08/04_05:01 safwdxc2le. bz 159.79.63.83 mMd-47.webhostbox-net v .0 gef;lacfccmwm-on 4003¢ @B
2013/08/04_05:01 quipxegf.b 199.79.63.83 = T ““:“’Wm' 4003¢ &0

http://www.malwaredomainlist.com



http://www.malwaredomainlist.com/
http://support.clean-mx.de/clean-mx/viruses

Defacement intelligence

t\“O) 11e¢
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» by country
» by domain


http://www.zone-h.org/

TorExit List

» Traffic originated from Tor Exit Node is suspicious

Ed BKR=aDemocracy [ 100 0d n11649205030.netvigator.com [116.49.205.30]

3 HKRelay | B 8d 223.16.44193[223.16.44.193]

Bt e wmismeiTeeE
Ed K102 i 113 75d  117.18.118.137 [117.18.118.137)

E3 HongTor | B 0d 119247089219 ctinets.com [119.247.89.219)

» http://torstatus.blutmagie.de
> (note this site is blocked by some web security tools)



http://torstatus.blutmagie.de/

Automated collection of intelligence

» Some provide API or structured format, e.g. XML

Feed for Phishing Scams
\ Subscrbe 10 this feed, usng: Feedy S G
| Always use this reader to subscnbe to feeds

Foed preview
ACCOUNT ACCESS BLOCKED - Barclays Personal Banking

Coar vaued Castomer Wa AODZEA FaQual A0l N pour DACHIrS COOE CaI0 FOt your DICECON Y EuU Ate 1Qutred 12 ANSwif e |
e will review The 3CIEY 90 pour 300U 30d TemOove 307 1eSHICIoNS PLaced on your 30 Contings 1o Onilos Verfication nowt

Account Issues - Multiple Account log in Error - Nationwide

WO OZSNVEA 2OV AR WO wOUid Do 12 ATNar vendy Y our NaBONWide Darsonal 3CC0uUNtS was wolated Someond wih Oerent CoOr
e Regards MNabsowits Buidng Sotety

Alert:Please Confirm Your Apple Account Informations - Apple

PLEASE CONFIRM YOUR INFOSMATION. Confirmabion of your Appée 1D pves yOu 025y 300055 %0 2 vanety of Apple senvices, inchud
BCCOSHR IFOe=aBon 204 DISS US 300 10U DEBar. MTaaas 105 In NS S 300M SO 10 virly your ACCourt LOg 10 50 vrth So0oue

N7

N
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Google Safe Browsing Alerts
for network admin

» http://www.google.com/safebrowsing/alerts/

AW ~ :
AS13354 (ASN-EBLGLOBAL ) SS8#ST X aue: Google

Google SIS IS LSS A fHRBN 7
gﬂm!i- 90 FAMIR T AUBEEN LI 6593 @S  WON swkenayo net/, ewalipops cony sanghparvar org’ W T0 SRS THNEE SR THRECEEFAHNE

Google bR LSRR MMETENER 2014-04-13 « [ EXRDUEFEMNTHIENERE 2014-04-13 »

HERERPREN ENRARAE LR E RN 7
TAE 90 XA ANRNS SR A REN 187 comerstoneethics org’ swkenayo net/ clubaww cl/ W 12 RS » FIICHE 141 RFBARTING - EESRA0H & dv
google conV. sexxxdoll com/ «

SRS P 2R 00 F I R R 7

B HEBMEIRTH 15 RN TEAE 90 EMNETEMR - (REEPRARHE | Iclassifieds com topheepcoxy cony. cksdonks cony ¢ BEPAN 199 8 » XPH
#% T proxyaie org!. apluspeoxy conV. dom-arquitectuca coay ¢
L b
. zls t—-. °

f
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http://www.google.com/safebrowsing/alerts/

Google Safe Browsing Alerts

for network admin

» http://www.google.com/safebrowsing/alerts/

Google safe Browsing Alerts for Network Administrators

Home AS Registration

Miiiae In order to regrster 10 recene notdcatons for an ASN, you need to be
verfied by an AS contact. Ater completng the registration form, we
will send a venfication email to the contact you selected. Once the

Safe Browsing Alents for contact completes the verication step by chcking on the link provded

MNetwork Administrators n the email you will see the ASN hsted as venfied on the welcome
allows autonomous Fage

system (AS)

administrators to register  umber 13354

to receive Google Safe

Browsing notifications Name ASN-EBLGLOBAL

The goal is to prowde

network admnistrators Contact ipeng@corexch g

with information of -

makcous content that is

being hosted on thew Source ARIN
networks

2:::;’““ ipang@corexchange com, admin@corexchang
Malwara Forym COMMa Separated list

skoof
N
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http://www.google.com/safebrowsing/alerts/

HKCERT IFAS Project

— an automated global intelligence collection
system

Visualize Internet Security Status
Situational Awareness
Track Trends

Generate Alerts




IFAS

- an automated global intelligence collection system

Feeds

)
Agents

{%Pﬁﬁt

Info Store

N

~

/

N

Dashboard \

Alert
Search

Statistics

Visuals /

- feed collection, geolocation tag, ASN tag, normalization
and calculation

f
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IFAS Information Sources

Current plug-ins for ...
o Abuse.ch

o Arbor SRF

o CleanMX

o MalcOde

o MaliciousDomainList
o Millersmiles

o Phishtank

o Shadowserver

o Zone-H

Plug-ins to be developed
o Google Safe Browsing
o Microsoft

o Scumware

... more

Al—e—

T
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| BT

\ Real-time situational awareness
aSh bOard for CERT management

et e ..’o" -

Feed volumes TLD Destrbanon of Delaced Webste Domans
- S sw’..............m
e e~ n» -—n L
s Al s 1 O
s e e B
i O Q'l
e D % » 2
X e 0|2
e e -
- " L
TwATYe
) = 0w ’ ¥ L 3 LS.
ICden! Counl By AS Phshng largutls
v I |
over I
..,
Saomei | 1
= s
-
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Ve =
Sage »
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L} b 4 | 14 | L4 —
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Give a sense of Today’s Events

|FA§; Repone[ A rove 0 Ales Q Msans log vieww D Reporn lise 0 Repan Sesgnes 83 Dasnbose

157,910 ws

o5 B expent £ sean B
2013-07.29 1220332 |10 2013.08-05 040157 orovpedty sus [

300

2000 BN countt per 1h

P PR TT RN PRGN FOTTREE TTOR ¥
6 -

% N & -3 &2 4 &S
Oder DRLR
Time 1 m."”. »

OO0 110240  Nevesi_nypel Wresd. Nes)
O008 110068 phishing: e, H{es)

W00 0RIEY phahag R Reyasdanamaniic O Ceml 1 a8 T SIS0 LIT AT AN 1 BT 1T ARSI T IS I W TR TERITISN 1R rtec 1 153 TRASAI ISR TRSANG IS 1

SE0L 0R IR0 phishing My Aeiodelimg com

Ivaxtepsmaalommnip_stlenfomeniivivh TR I0maex_lupaypvwm_tsdvor_uiQidyumonsgacpirerioes _st7er_mes o tdfelystynstoveampolie JatulveiueTeom try
Vs

f
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Compromised Servers in HK

> 4,000 compromised servers

6,000

Malware
hosting

4,000 | 2,978

1,589
1,777 m Phishing

-7 ) £ AR 1

B Defacement
R

2,000

B

Q2 2013 Q3 2013 Q4 2013

Source: HK Security Watch Report 2013 Q4 %g
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Invisible Bots [EHZiE

> 8,000 compromised PCs

9,575
8,657 8,374

Q2 2013 Q3 2013 Q4 2013

/

54

Source: HK Security Watch Report 2013 Q4 !



Major Botnet Families in Hong Kong

1,687

1,409 176 M conficker

W ZeroAccess

M Zeus

H Pushdo
Citadel

M sality
torpig

M blackenergy
IRC_Botnet
Slenfbot

Source: HK Security Watch Report 2013 Q4 J




Analysis of Trend with Events

Zeus Botnet Distribution

so0
“p
e
111
S e
3 ¢
. Jce
150 |
100
1

P20 45 R TR rIRININNGGAIRINNIYRININIINENITYYON

Faere €. Jon Batas Satris an

» Correlate Cryptolocker 2013-0Oct with Zeus

f
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Network Monitoring

» Closer watch on the critical network segments

» Detect anomaly outgoing traffic

> Passive DNS
> Netflow

» Deceptive detection
- Honeypot - Dionaea
- Honeydoc




Proactive
Network Hygiene



Network Hygiene

Detect / Clean up weak infrastructure

» CERTs work with ISPs and service providers to
address the network hygiene issue.

Assess - you can do this for your network and your client

» Scan for vulnerable web servers
» https://www.scantosecure.com/
« Scan for open DNS recursive resolvers
» http://openresolverproject.org/
« Scan for open NTP servers
*http://openntpproject.org/
« Scan for vulnerable mail servers
* http://mxtoolbox.com/diagnostic.aspx

N



https://www.scantosecure.com/
http://openresolverproject.org/
http://openntpproject.org/
http://mxtoolbox.com/diagnostic.aspx

Clean up vulnerable CPE
» Find out these devices with CERTs

» Give advice to users:

> Firewall protect the devices unless necessary to open to
Internet

- Patch the devices. Change default settings




b -

r
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Larc arge Scale Attacks




ENISA - Survey of Cyber Drill Exercise 2012

Growth of Cyber security Exercises

N W
w o
A
¢

L
«

Number of exercises
. -
o v )

w

o)

2002 2004 2006 2007 2008 2009 2010 2011 2012

Year

ENISA - European Network and Information Security Agency

f
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Adoption of Cyber Security Drill

» Hong Kong » US

- 2009 HKCERT - 2006 DHS (CyberStorm bi-annually)
> 2010 FS-ISAC

» Asia Pacific » Europe
> 2005 APCERT - 2007 Netherlands
- 2006 ASEAN - 2008 Finland
- 2006 Japan - 2009 Norway, UK
- 2007 Taiwan - 2010 Bulgaria, Estonia, France,
- 2008 Malaysia Greece, Ireland, Spain, ENISA

- 2011 Denmark, Germany, Italy,
Latvia, Slovakia

- 2012 Austria, Iceland, Poland ,

Switzerland J

Source: ENISA Survey of Cyber Drill Exercise 2012




HKCERT services
available to you



Information @ HKCERT website

f '\J
HKCERT

Hong Kong Computer Emergency Response Team Coordination Centre

[ About Us Alerts & News Services Publications Resources Moblle RSS
g Highlight
WinXP Il Hot topics
|
Microsoft Word & Office Web Apps MuRtiple Ened of Sooeet -
Vuinerabaties vy 2014-04

eecoovee Hong Kong Security Watch

Security Watch Report Report
Q Security Bulletin

Secu rlty Bu I Ietl n o \Wireshark Lidpcap CAP Files Parsing Memoty Corrupbon 20140411

vulnerateity . An r i A
sommm \VorgPress Mutipts Vuineradilibes 201404411 Hong chwd'm pl;’ Store’s . droid PP
s Google Chrome Muliple Vilnerabilities 20140409 » e RI S k Re pO rt

S Adobe Flash Plages/ AIR Muitiple Vulnerabdilines 20140409

e Mcrosoft Publisher Remote Code Execution Vulnerabilty 20140409

Q Event Highlight
Q Security Blog

« Build 3 Secure Cyderspace <0 140417

Security Blo « Favourte Security Reads of the Week (11 Apr 2014 20140411 2014 - Mobile Security Starts
Y g * Favourite Security Reads of the Week (4 Apr 2014 20140404 from Everyone of Us
« HKCERT Secunty Newsletter (April 2014 Issye) 20140401 New
a T 201400210
« Data Protection Guideline 201403731 » Seminar. Securtty Challenge 201402710
the Cloud Age
20 - .
» Seminar Protecting from <0 13/1202
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HKCERT information

» RSS

HKCERT App

1* HKCERT <

(J Operatrg Sustem
e T
gv"bc?
cOA
) S
Ray »

py Opera URL S8 RITI:IAN
pE)

14/05/2012
MW MacOSX EMNN

& 117052012

B AW Safari EERA

1052012

A W Office Excel EWRA

[l 00/052012

P _NET Framework B~

GovHK App

GOVHK
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RSS Feed on Mail Client

LA R =N ge -5
¢+ «<ARANEED SA13112001 Monla Frefox / Seamonkey SR NN 20180 -
v <BANRRES.. SALNI12002 noiex LI IR A V12018 947
v« <BENBEES..  SAIN12201 Deupd SRER 2271172018 4L
v <BENEEES. SALN202 wiGVew R AEAN 2101 852
e - <AESEEES. (RESH SAEREENEA Q01ENA2E) 2720131527
¢ «RUNNGES. (GESS LRETEDENANEE 0 210131616
v« o <BESENES.. SALSISOL Ruby FESSHARAERN 25018917
v o <BESEERP.  SAIIE01 IBM WebSphere Applcation Server SEER 26012013901 °
v+ «BESEERP..  SAINN602 T 008 Wi ICMP BN 26112003923
v« <BEASHENES. (EENH) SH2E Googh Moy BANERCHSZEMESR . 2801201311011
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Join HK Cyber Security Drills

(o-f
|/

) A NFO
Sha> (l 2w
NS seEcy

o’ .

HKCERT HKPF 0OGCIO

Hong Kong Incident Response Drill 2009

Theme: Fighting financial crime on the Internet
Theme: Handling Phishing Scams on Web Forum
Theme: Defending Against Hacktivist Cyber Attack
Theme: Responding to Targeted Attack



Proactive Measures

Botnet Takedown

Cyber Threat Intelligence

Network Monitoring

Network Hygiene - clean up vulnerable servers
Cyber Security Drill
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Security is not an Island

» Information security attacks are globalized

» HKCERT is sharing information and exploring
collaborate with ISPs to make the Internet a safe
place for all.




Thank Yo

J@hkcert.org
ert.org
6060 (hotline)




