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} Senior Consultant 
◦ @HKCERT since 2001
◦ International and local liaison, strategic 

planning, supervision of CERT operation

} Previous industrial experiences
◦ ISP, Telecommunication
◦ Multinational Banking
◦ Outsourcing Consultancy
◦ Software distributor

SC Leung



} Major threats & problems we face today

} How these problems affect you?

} What HKCERT is doing to solve them?

} How you can get involved in solving the problems?
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} Incident Response

} Cross Border Coordination 

} Early Warning and Advices

} Awareness Education

24-hour Hotline: 8105-6060



HKCERT Statistics
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} Economy with Fastest Average Internet Speed 

Source: Akamai Report (2013-Aug)



} Highest Attack Traffic
◦ In 2013 Q1, Hong Kong was at 10th position (1.6%)

Source: Akamai Report (2013-Aug)
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Botnet, 423 

Malware, 
Hacking, 
Scanning, 

504 
DDoS, 55

Phishing, 
384 

Defacement, 
214 

Others, 13 

Total: 1,593
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(image created by Tom-b: http://commons.wikimedia.org/wiki/File:Botnet.svg)
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9,575 
8,657 8,374 

Q2 2013 Q3 2013 Q4 2013

** Events not reported to HKCERT
Source: data collected from global security researchers





Image credits: Infographics of WatchGuard
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Cyber
Criminal

Image credits: Infographics of WatchGuard

} Motive: $$$
◦ Underground economy
◦ Crime-as-a-Service

} Botnet infrastructure

} Advanced (banking) Trojan

} Moving to mobile and cloud



Hacktivist } Motive: Ideological

} High profile

} Crowdsourcing

} Data leakage à DDoS

Image credits: Infographics of WatchGuard



Nation
State} Motive: Political/Military

} Target critical infrastructure

} Advanced malware / attacks

} Low profile 

} Espionage

Image credits: Infographics of WatchGuard



} "Operation Ababil" by Islam hacktivist group

} Attack sources: hundreds of hijacked web servers
◦ Hacked web CMS servers with higher bandwidth (100Mbps)

} Attack traffic volume: 60-150 Gbps
◦ As a reference: HKIX average throughput in 2012 = 150Gbps)



source: W3Techs



} Attack against Spamhaus which fights spam

} Reflective amplification attack from open DNS 
recursive resolvers

} Traffic: 30-120Gbps



Server B 
under 
attack

(1) A wants to 
attack B without 
being identified

(2) A spoofs a DNS query by Server B
“domain.com  TYPE = “ANY”

Packet size = 20 bytes

(3) Reply to query of unauthorized domain;
Amplified DNS Reply 

Packet size = 1,200 bytes (60 times!)

Misconfigured
DNS open 
resolvers  C

Attacker A



Bots

Server 
under 
attack

Misconfigured
DNS open 
resolvers

1000 bots 
x 1000 servers
x 60 amplifications 
= 60M amplifications
= 60M x 20 bytes 
=1.2 Gbytes
= 9.6 Gbits



} > 24M routers have open DNS proxies exposed 
ISPs to DrDoS

} > 70% of total DNS traffic on a provider’s network 
was associated with DNS amplification (2014-Jan) 

} 5.3M routers used in DrDoS (2014-Feb) clogged ISP 
networks

} Reference:
◦ http://nominum.com/news-post/24m-home-routers-

expose-ddos/

http://nominum.com/news-post/24m-home-routers-expose-ddos/


} Traffic: > 350Gbps
} Attacker sources: Misconfigured NTP servers 

} NTP (Network Time Protocol)
◦ ntpd prior to version 4.2.7p26 that use the default 

unrestricted query configuration; other proprietary NTP 
implementations too



} Distributed Reflective DoS attack
} Spoofed IP addresses

} Bandwidth Amplification Factor
◦ DNS (UDP/57) : 20X – 100X
◦ NTP (UDP/123) : 20X – 200X
◦ SNMP (UDP/161,162) : 3X – 10X
◦ Chargen (UDP/19) : 10X - 20X



} Internet exposed - weak password, default config. & vulnerability

} Lists of compromised CPE are traded in the underground

} Symantec: linux worm targeting hidden devices (2013-Nov)
◦ Exploits a PHP vulnerability (CVE-2012-1823) to propagate itself
◦ http://www.symantec.com/connect/blogs/linux-worm-targeting-hidden-devices

http://www.symantec.com/connect/blogs/linux-worm-targeting-hidden-devices


} OpenSSL Heartbleed vulnerability à leakage of 
private keys, credentials …

More info: https://www.hkcert.org/my_url/en/alert/14040802

Source: http://www.xkcd.com/1354/

https://www.hkcert.org/my_url/en/alert/14040802


} SSL Server Test
◦ https://www.ssllabs.com/ssltest/analyze.html
◦ Many organizations uses old SSL protocol versions, weak 

cryptographic algorithms and 1024-bit SSL digital certificates

https://www.ssllabs.com/ssltest/analyze.html


} Cross border / jurisdiction attacks by organized groups

} Critical infra, critical biz and mass media are targets

} DDoS: huge international traffic à $$$

} Undetected malware infiltrated to internal network

} Hacked computers (botnets) being used in attacks with 
their owners unaware à ISP blacklisted

} Vulnerable / misconfigured systems may become bots





} RFC3013 Recommended ISP Security (Nov 2000)

◦ Computer Security Incident Response Team (CSIRT)
◦ Notification of vulnerabilities & Reported Incidents
◦ User Policy

◦ Ban IP spoofing traffic via Ingress filtering from customers; 
Egress filtering to customers (RFC1918, RFC2827)
◦ Ban open mail relay (RFC2505)
◦ …



} Physical security (site and racks)

} Close all unnecessary services
} Secure network management (syslog, snmp, tftp)
} Secure remote access (ssh, vpn)
} Strong authentication

} Prevent route poisoning
◦ Accepts only customer prefixes which have been assigned 

or allocated to their downstream customers



image credit: http://www.v3.co.uk



Citadel take down (2013-Jun – now)

C&C investigation and takedown
Reverse engineer botnet communication Security Researchers
Apply court order FBI & Microsoft
Seize C&C data and evidence in USA FBI
C&C takedown outside USA Microsoft, CERT, ISPs

Bot Cleanup
Sinkhole (fake C&C trap bot IP addresses) Microsoft, DNR
Clean up local bots Microsoft, CERT, ISPs
Provide tools to detect and clean up bot Microsoft, security

vendors



} Works with HKCERT in joint operation with security researchers, 
law enforcement to take down botnet C&C and bots

} Botnet Detection and Cleanup Guideline | HKCERT
◦ https://www.hkcert.org/botnet

https://www.hkcert.org/botnet
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Leverage on Global Security Intelligence



Hacked machines

• Attackers control hacked computers via stealthy malware. 
• Owners of the hacked computers not aware of the compromise.
• But when a hacked computer launches an attack to a global target, 
it leaves footprints.

Target of 
attack

Bots



Hacked machines

The footprints made by a local hacked machine
• IP addresses (logs of honeypot, firewall, ids/ips)
• Malware hosting URLs (reported)
• Phishing emails (reported)

Attacker IP address



} by country
} by asn
} by target

https://www.phishtank.com/

https://www.phishtank.com/


} by country

http://zeustracker.abuse.ch
http://spyeyetracker,abuse.ch

http://zeustracker.abuse.ch/
http://spyeyetracker,abuse.ch/


http://www.malwaredomainlist.com

http://support.clean-mx.de/clean-mx/viruses

http://www.malwaredomainlist.com/
http://support.clean-mx.de/clean-mx/viruses


} by country
} by domain

http://www.zone-h.org

http://www.zone-h.org/


} Traffic originated from Tor Exit Node is suspicious

} http://torstatus.blutmagie.de
◦ (note this site is blocked by some web security tools)

http://torstatus.blutmagie.de/


} Some provide API or structured format, e.g. XML



} http://www.google.com/safebrowsing/alerts/

http://www.google.com/safebrowsing/alerts/


} http://www.google.com/safebrowsing/alerts/

http://www.google.com/safebrowsing/alerts/


Visualize Internet Security Status
Situational Awareness
Track Trends
Generate Alerts



} Dashboard

} Alert

} Search

} Statistics

} Visuals

Feeds Info Store

- feed collection, geolocation tag, ASN tag, normalization 
and calculation

Agents



Plug-ins to be developed
� Google Safe Browsing
� Microsoft 
� Scumware
… more

Current plug-ins for …
� Abuse.ch
� Arbor SRF
� CleanMX
� Malc0de
� MaliciousDomainList
� Millersmiles
� Phishtank
� Shadowserver
� Zone-H



Real-time situational awareness 
for CERT management 
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> 4,000 compromised servers

Source: HK Security Watch Report 2013 Q4
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> 8,000 compromised PCs

Source: HK Security Watch Report 2013 Q4
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} Correlate Cryptolocker 2013-Oct with Zeus



} Closer watch on the critical network segments

} Detect anomaly outgoing traffic
◦ Passive DNS
◦ Netflow

} Deceptive detection
◦ Honeypot – Dionaea
◦ Honeydoc





} CERTs work with ISPs and service providers to 
address the network hygiene issue.

Assess – you can do this for your network and your client

• Scan for vulnerable web servers 
• https://www.scantosecure.com/

• Scan for open DNS recursive resolvers
• http://openresolverproject.org/

• Scan for open NTP servers
•http://openntpproject.org/

• Scan for vulnerable mail servers
• http://mxtoolbox.com/diagnostic.aspx

Assess Advise Action

https://www.scantosecure.com/
http://openresolverproject.org/
http://openntpproject.org/
http://mxtoolbox.com/diagnostic.aspx


} Find out these devices with CERTs

} Give advice to users: 
◦ Firewall protect the devices unless necessary to open to 

Internet
◦ Patch the devices. Change default settings





ENISA – European Network and Information Security Agency



} Hong Kong
◦ 2009 HKCERT

} Asia Pacific
◦ 2005 APCERT
◦ 2006 ASEAN
◦ 2006 Japan
◦ 2007 Taiwan
◦ 2008 Malaysia
…

} US
◦ 2006 DHS (CyberStorm bi-annually)
◦ 2010 FS-ISAC

} Europe
◦ 2007 Netherlands
◦ 2008 Finland
◦ 2009 Norway, UK
◦ 2010 Bulgaria, Estonia, France, 

Greece, Ireland, Spain, ENISA 
◦ 2011 Denmark, Germany, Italy, 

Latvia, Slovakia
◦ 2012 Austria, Iceland, Poland , 

Switzerland

Source: ENISA Survey of Cyber Drill Exercise 2012





Security Bulletin

Security Blog

Security Watch 
Report

Android App 
Risk Report

!! Hot topics



} RSS HKCERT App GovHK App





2009 Hong Kong Incident Response Drill 2009
2010 Theme: Fighting financial crime on the Internet
2011 Theme: Handling Phishing Scams on Web Forum
2012 Theme: Defending Against Hacktivist Cyber Attack
2013 Theme: Responding to Targeted Attack



} Botnet Takedown
} Cyber Threat Intelligence
} Network Monitoring
} Network Hygiene – clean up vulnerable servers
} Cyber Security Drill



} Information security attacks are globalized 

} HKCERT is sharing information and exploring 
collaborate with ISPs to make the Internet a safe 
place for all.



SC Leung 

§ E scleung@hkcert.org
§ W www.hkcert.org
§ T 8105-6060 (hotline)


