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Overview 

•  Statistics 
–  Members growth, Internet number 

delegations and IPv4 transfers 

•  Policy implementation update 

•  Services improvement 

•  Resource certification 
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APNIC’s Vision 

“A global, open, 
stable, and secure 
Internet that serves 
the entire Asia 
Pacific Internet 
community” 



Statistics 
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Membership Growth 
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Members in Hong Kong 
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As at 8 April 2014 



IPv6 Delegations by Year 
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Cumulative IPv6 Delegations (/32s) 
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IPv6 Delegations by Year (/32s) to HK 
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Cumulative ASN Delegations 
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IPv4 Last /8 Delegations 
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As at 31 March 2014 



IPv4 Market Transfers 
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As at 31 March 2014 



What’s new on policy 
implementation ? 
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Policy Cycle 
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Comment Period 



 Policy Recently Implemented 

•  prop-108: Suggested changes to the APNIC Policy 
Development Process 

www.apnic.net/policy/proposals/prop-108 

•  What are the changes? 
–  “Comment period” changed from “8 weeks” to “not be shorter than 

four weeks but no longer than eight weeks” 
–   It is the Policy SIG Chair’s sole discretion to extend the comment 

period to be more than four weeks, including the duration of the 
extension. 

14 



Pending Policy Implementation 

•  prop-107: AS Number transfer policy proposal 

www.apnic.net/policy/proposals/prop-107 

•  Adding AS number in the current APNIC policy 

•  To be implemented by 16 Apr 2014 

•  What does this mean? 
–  ASNs to be transferred outside of Merger and Acquisition 
–  Still need to justify the use based on the ASN policy 
–  Transfer form available via MyAPNIC 



Pending Policy Implementation 

•  prop-105: Distribution of returned IPv4 address 
(Modification of prop-088) 

www.apnic.net/policy/proposals/prop-105 

•  To be implemented when the first RIR has less than a total 
of a /9 in its inventory of IPv4 address space 

•  What does this mean? 
–  Current policy allows only maximum of a /22 delegation to APNIC 

members 
–  The maximum will increase to a /21 



Proposals discussed at APNIC 37 

•  prop-111: Request-based expansion of IPv6 default 
allocation size 

www.apnic.net/policy/proposals/prop-111 

•  This proposal modifies the eligibility for an organization to 
receive an initial IPv6 allocation up to a /29 by request basis 

•  Did not reach consensus, returned to author for further 
development 
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Proposals discussed at APNIC 37 

•  prop-109: Allocate 1.0.0.0/24 and 1.1.1.0/24 to APNIC Labs 
as Research Prefixes 

www.apnic.net/policy/proposals/prop-109 

•  The objective of this proposal is to allocate 1.0.0.0/24 and 
1.1.1.0/24 to APNIC Labs, to be used as research prefixes 

•  This proposal reached consensus and now in comment 
period on the Policy SIG mailing-list 
–  Discussion transcript 
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Proposals discussed at APNIC 37 

•  prop-110: Designate 1.2.3.0/24 as Anycast to support DNS 
Infrastructure 

www.apnic.net/policy/proposals/prop-110 

•  The objective of this proposal is to permit the use 1.2.3.0/24 
as anycast addresses to be used in context of scoped 
routing to support the deployment of DNS resolvers 

•  The proposal reached consensus at the Policy SIG, but 
failed to reach consensus at the AMM. Returned to mailing 
list for further consideration 
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Services Improvement 



Whois Service 

•  Geolocation information 
–  Associate your IP registrations with geolocatoin 

•  Whowas information 
–  Previous registrations available if the IP addresses are still currently 

registered 

 

 



MyAPNIC Service 

•  Improved “My profile” page layout 

•  Simplified digital certificate management page 

•  All whois object templates are available via whois updates 
section 

•  Improved “Incident response team” (IRT) contact update 
feature 
–  bulk update form 
–  All your registered IRT are readily available from a drop-down menu 



Streamlined Resource Request 
Process 

Easier  to help your customers 
to get their own IP addresses 



IRT Bulk Update Feature 

24 



My Profile 
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Member & Community 
Support 



IPv6 
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www.apnic.net/ipv6 

• ASEAN ICT SMEs Conference, Hanoi 
•  IPv6 Event by ISOC HK, Hong Kong 
•  ICANN 49, IPv6 Roundtable, Singapore 
• Global IPv6 and Next Generation Summit 2014, 

Beijing 
• APEC TEL 49  

Outreach 

• Asia Pacific IPv6 Task Force 
• APNIC continues to provide Secretariat services  
• Met at APNIC 36 and APRICOT 2014/APNIC 37 

APIPv6TF 

• White paper published 
• www.apnic.net/ipv6-decision-makers 

IPv6 for decision 
makers 



Training 

•  Continuing focus on 
IPv6 deployment  IPv6 

•  Extensive exercises 
in virtual and 
physical training labs 

Hands-on 

•  Every Wednesday is 
IPv6 day; 179 hours 
training provided 

eLearning 
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ISIF and Seed Alliance 
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•  Small grants and awards 
•  AUD 1.3m over 3 years (IDRC, Canada) 
•  So far, AUD 1.2m to 38 projects in 17 economies 
•  2014 Call for Grants: 11 projects selected for 

implementation in 2014 

ISIF Asia  

•  Joint project of ISIF (APNIC), Frida (LACNIC), 
FIRE (AFRINIC) 

•  AUD 1.5m over 3 years (Sida, Sweden) 

Seed 
Alliance 



APNIC Labs 
•  Measurement activities 

–  IPv6 readiness by economy and ISP; 
IPv6 performance 

–  Repurposed IPv6 measurement for 
DNSSEC validation by economy and 
ISP  

–  Tracking growth of routing table in 
IPv4 and IPv6 

–  RPKI use across the Internet 

•  Long-term investigation exercise 
into evolving nature of dark traffic in 
both IPv4 and IPv6 

•  Internet number resource reporting 
and analysis 

labs.apnic.net 
blabs.apnic.net 
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APNIC Resource 
Certification Service 



Internet Routing Security 

•  Routing security is essential to integrity of Internet 
–  Need to Improve security of inter-domain routing 

•  Who has the authority to advertise what information into the 
routing system ? 

•  The majority of network relationships are based on system 
of mutual trust 
–  Each party trusts that routes used to transmit information are safe 

•  The trust model is increasingly open to potential abuse and 
attack 
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About RPKI 

•  An architecture to support improved security of Internet 
routing using PKI infrastructure 

•  A robust security framework for verifying the association 
between resource holders and their Internet resources 
–  “cryptographically verifiable attestations” for IP address delegation 

and their use 

•  This architecture is called Resource Public Key 
Infrastructure (RPKI) 
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Resource Delegation Hierarchy 
IANA 

AFRINIC RIPE NCC ARIN APNIC LACNIC 

NIR1 NIR2 

ISP ISP ISP ISP 

ISP ISP ISP 



About RPKI 
•  “Trustable authority” mirrors the administrative resource 

allocation hierarchy with certificates that match current 
resource delegations 

•   A resource holder operating a sub-delegation registry (e.g. 
an LIR) may use an RPKI system to generate certificates 
that correspond to these delegations 
–  grant a unique "right-of-use" for the associated set of IP resources 
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About RPKI 

•  These certificates are called resource certificates and they 
conform to X.509 PKIX standards 

•  RPKI is not used to validate attestations of an individual's 
identity or that individual's role, but as a means to validate 
that person’s authority to use IP address resources 

•  An RPKI resource certificate is required to enable a 
resource holder to issue “Route Origination 
Authorizations” (ROAs)  
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What is a ROA ? 

•  It is a digital object that contains a list of address prefixes 
and one AS number 

•  It is an authority created by a prefix holder to authorizes an 
AS number to originate one or more specific route 
advertisements 

•  It does not contain any routing policy information, nor does 
it convey whether or not the AS holder has even consented 
to actually announce the prefix(es) into the routing system 



APNIC’s RPKI Service 

•  Enhancement to the RIR Registry 
–  Offers verifiable proof of resources holdings 

•  Resource certification is an opt-in service 
–  Resource holders choose to request a certificate and provide their 

public key to be certified 

•  APNIC has integrated RPKI management service into 
MyAPNIC for APNIC Member use 
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What You Need To Know 

•  You are encouraged to experiment, test, play and develop 
–  Eg, you can create your ROAs 

•  RPKI standards are still being developed, and the operating 
environment for RPKI use is still fragile 

•  It's ready for testing and prototyping. It's probably not ready 
for production use just yet 

•  Please tell us what you find but don’t rely on it in your 
network yet 



MyAPNIC - Resource 
Certification Service 



MyAPNIC-Resource Certification 
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MyAPNIC-Resource Certification 
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MyAPNIC-Resource Certification 
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MyAPNIC-Resource Certification 
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MyAPNIC-Resource Certification 
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MyAPNIC-Resource Certification 
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More RPKI Information 

•  Securing BGP 
–  The Internet Protocol Journal, Volume 14, No. 2 

•  An Infrastructure to Support Secure Internet Routing 
–  RFC6480 

•  A Reappraisal of Validation in the RPKI 
–  labs.apnic.net/blabs 

•  An Introduction to Routing Security (and RPKI tools) 
–  labs.apnic.net/presentations/store/2013-05-13-rpki.pdf 

•  MyAPNIC Resource Certification Guide 
–  www.apnic.net/myapnic 
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Questions or Comments? 
george@apnicnet 



You’re Invited! 
•  APNIC 38: Brisbane, Australia, 9-19 September 2014 

•  APRICOT 2015: Fukuoka, Japan 
–  24 February to 6 March 2015  
–  With APNIC 39 and APAN 39 

conference.apnic.net 
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THANK YOU 

www.facebook.com/APNIC 

https://twitter.com/apnic 

www.youtube.com/user/apnicmultimedia 

www.flickr.com/photos/apnic 


